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Chapter 1

Rack-Mounting Power IQ

The rack mount kit contains two pairs of rack rails. Each pair consists of
two sections: an inner rail that attaches to the Power IQ device, and an
outer rail that attaches to the rack. A sliding rail guide is positioned
between the inner and outer rails. The sliding rail guide should remain
attached to the outer rail.

In This Chapter

Install Inner Rails onto Power 1Q DEVICE ..........uuvviieeeiiiiiiiiieiee e 1
Install Outer Rails 0Nt0 RACK ........ccvvviiiiiiieeeceee e 1
Install Power 1Q into the RACK ...........uvviiiiiiiiiiiee e 2
LOCKING TaDS. ... 2

Install Inner Rails onto Power 1Q Device

1. Slide the inner rail out from the outer rail as far as it can go. Press

3.

the locking tab to release the inner rail from the outer rail and then
pull the inner rail completely out. Do this for both pairs of rack rails.

There are five holes on each inner rail that correspond to the five rail
hooks on each side of the Power 1Q device. Align each inner rail's
holes with the rail hooks, and then press each rail against the device
to attach it.

Slide each rail toward the front of the device until you hear a click.

4. Attach the inner rails to the Power IQ device with short screws.

Install Outer Rails onto Rack

i
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The outer rails attach to the rack. The outer rails fit racks that are 28-32

inches deep.

1. Attach the short front brackets to each outer rail with short screws.
2. Slide each long rear bracket into the opposite end of each outer rail.
Attach the long rear brackets to the outer rails with short screws.

Adjust the entire rail unit length to fit the rack depth.
4. Attach each bracketed end of the outer rail to the rack with washers

and long screws.
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Install Power 1Q into the Rack

Once the rails are attached to both the Power IQ device and the rack,
install Power 1Q into the rack.

1. Fully extend the rack rails, and then line up the rear of the inner rails
with the front of the rack rails.

2. Slide the Power IQ device into the rack until you hear a click. You
may have to depress the locking tabs when inserting the Power I1Q
device into the rack.

Locking Tabs

Both inner rails have a locking tab to lock the Power 1Q device into place
when pushed fully into the rack and to lock the Power 1Q device into
place when extended from the rack.

==
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Chapter 2

Installing the Power 1Q Application

If you obtained Power IQ as a VMware application, use this chapter to
guide you through the installation. The VMware installation consists of

three parts:

e Uploading the Power 1Q ISO file to the VMware ESX host machine.

e Creating a Virtual Machine to run Power IQ.
e Installing Power IQ to the Virtual Machine.

The Power 1Q application runs on VMware ESX Server.

A trial version

is available for VMware Player. The trial version only supports

management of up to five PDUs at a time.

In This Chapter

Requirements for VMware Application .............cccccvvvveen...
Uploading the Power IQ Image to the VMware Host........
Creating the Power 1Q Virtual Machine .............c..ccccuueee
Loading Power IQ onto the Virtual Machine......................

Requirements for VMware Application

i
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To run Power 1Q on your VMware ESX or ESXi server, you must meet

the following requirements:

e A host computer running VMware ESX Server, or VMware ESXi

Server
= 2GHz CPU on the Server
= Single core CPU for up to 20 PDUs
= Dual core CPU for up to 300 PDUs
= Quad core CPU for up to 1000 PDUs

= The following free datastore available on the Server:

= 80GB free datastore space for the virtual machine
= 800MB free datastore for the Power IQ ISO file.

e A client PC with VMware Infrastructure Client

For VMware player, your Client PC must meet the following

requirements:

e The latest version of VMware Player
e 2GHz CPU

e Atleast 2GB of RAM

e 15GB of free hard drive space



Chapter 2: Installing the Power 1Q Application

Uploading the Power IQ Image to the VMware Host

To begin, first move the ISO file contained on the DVD to the server
running VMware ESX or VMware ESXi.

1. Insert the DVD into the client PC computer and verify the DVD
contains the PowerlQ ISO file.

2. Connect to the host computer from the client PC using VMware
Infrastructure Client. You must log in as a user that has permission
to create, start and stop virtual machines.

Configuration | Us Groupz | Ew
General Resources
Manufacturer: Raritan Inc. CPU usage: 5 MHz
Model: 250 11,994 GHz
Processars: 1 CPU x 1.994 GHz Memory usage: 366.00 MB
Processor Type:  AMD Opteronitm) Processor 146 2,00 GE
Hyperthreading:  Inactive
Mumber of NICs: 2 Datastare Capacity Free
a datastore2 74.50 GE 7395 GE
Skate: connected ﬂ datastorel 69.75 GB 63,54 GB
Virtual Machines: 0
WMotion Enabled:  N/A Mietwiork
Active Tasks: g WM Nebwork

Commands Host Management

E’-T Hew Yirtual Machine Manage this host through Yiware YirtualCenter,

& Mew Resource Pocl

ﬁ Enter Maintenance Mode

& Feboot

% Shukdown

3. Click the Summary tab and examine the Resources pane. Verify
the datastore has 80GB free for a new virtual machine and 800MB
free for the PowerlQ installation 1SO file.

4. In the resource window, double click the datastore icon where you
want to store the 800MB PowerlQ installation ISO file. The Datastore
Browser opens.

5. In the Datastore Browser, click the upload tool & and choose
Upload File.

6. Inthe dialog that appears, navigate to the DVD drive and select the
PowerlQ.iso file. The PowerlQ.iso file appears in the Datastore
Browser when the file upload completes.

=i=Raritan.



Chapter 2: Installing the Power 1Q Application

Creating the Power IQ Virtual Machine

i
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The next step is to create a Virtual Machine on your VMware ESX server.

1.

10.

11.

In the Command pane of the Summary tab, click New Virtual
Machine.

Choose Custom, when the New Virtual Machine wizard asks how to
configure your machine.

When prompted, name the machine Power IQ (or any other
appropriate name).

Choose the Datastore to contain the new virtual machine. The
Datastore must have at least 80GB of free space available.

Select Linux for the Guest Operating system, then select Red Hat
Enterprise Linux 4 (32-bit) from the Version drop-down list.

Adjust the amount of memory allocated for the virtual machine. For a
large license limit, set it to 2000MB or more.

Set the number of network adapters to one.

If your host computer has multiple network adapters, you can set this
to two. Optional.

In either case, make sure the Connect at Power On is checked, and
leave all other settings at default.

Select LSI Logic for the Storage Adapter Types.
When prompted to select a disk, select Create Virtual Disk.

Set the Disk Capacity to 80GB and select Store with the virtual
machine.

Leave all advanced options at their default value.
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12. On the Ready to Complete page, check Edit Virtual Machine Settings
and click Continue.

%) Power 1Q - Virtual Machine Properties

Hardware l Options | Resources |

Hardware Surnmary Device Status

Memory 1000 MB r

B crus 1 [+ Comnect at power on
New CD/D¥D {adding) [datastorel] Power... |
New Floppy {adding) Client Device Device Type

@ New SCSI Controller {add... L5I Logic ™ Client Device

E& New NIC (adding) ¥M Network

& New Hard Disk {adding) ¥irtual Disk

" Host Device
| -

% Datastore 150 file
|[datast0rel] PowerlQ.iso Erowse,..

Mode
o

-
~

wirtual Device Node

| & |1oE (o:0y |

Remaove

Add...

Help Finish | Cancel |

13. In the Virtual Machine Properties window, assign the NEW CD/DVD
player to the PowerlQ.iso file you copied earlier.

A

a. Select the New CD/DVD (adding) item in the Hardware window.
b. Check Connect at power on under the Device Status pane.

c. Inthe Device Type pane, select Datastore 1SO file.

d. Click Browse, and select the PowerlQ.iso file from the Datastore.
e. Click Finish.

Loading Power IQ onto the Virtual Machine

The final step is to install Power 1Q onto the virtual machine.
1. Inthe left tree pane, select the Power 1Q Virtual Machine.

2. Select the Console tab.

e
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Chapter 2: Installing the Power 1Q Application

3. Click . to power up the virtual machine. After a few moments,
the Power IQ kickstart page opens.

| Geting Slaled | Suvmap  Pafomance | TaskekEvents | Alamny [IRSEY . Pasmizions | Maps:

=i=Raritan.

When you're ready to take control.™

Power IQ Kickstart Installer

POMER 10 INSTALLATION (Reu 1.3.8.4)

1 - Imstall Power ID on a hardware appliance
= Inztall Power 10 on a UMsare virtual machine

Tupe 1 or 2 amd press {ENTER>

4. Type 2 for a VMware installation and press Enter to begin
installation.

5. The install process takes a few minutes. When it completes press the
Enter to reboot the Power 1Q virtual machine.

The virtual machine reboots and presents you with a console prompt.
You can now proceed with the Initial Configuration of your Power 1Q
virtual machine.
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Initial Configuration of Power 1Q

After installing the Power 1Q, you must configure the system for access
over the network:

1. For physical equipment installations: connect a keyboard, mouse,
and monitor to the back of the Power IQ device

2. Power on Power IQ.

3.  When prompted to log in, use the username: config and the
password: raritan. The Power IQ configuration page opens.

UPD0EN AREOW EEYS Bighlight s

4.
5.
6.
7.

Select Networking Setup.
Select Setup LAN 1 to configure the primary Ethernet port.
Use the Space bar to select Enable this LAN Port.

To automatically assign an IP address to Power 1Q, select Use
DHCP. After you Accept the changes the network interface restarts.
IP address, gateway, and netmask settings update in the table.

8. To manually assign the network settings to Power 1Q, leave Use
DHCP deselected. Type the IP address, network masks, and
gateway into the appropriate fields.

9. Select Accept to reset the network interface with the new values.

10. If you are using a second network interface, select Setup LAN 2 from
the Network Configuration menu and configure the secondary
Ethernet port in the same manner as the first. Optional.

11. Select Ping Network Test to ensure that Power 1Q can communicate
over the network. Optional.

12. To disable SSH remote access to Power 1Q, select System Services.
Then deselect Enable SSH. By default, the config account has
access to Power 1Q. SSH is re-enabled if a support connection is
created.

13. When finished, select Exit from the main menu.
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Note: From this point on, you can access Power IQ from any client PC on
the network.
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Connecting to Power I1Q

Connect to Power IQ using a web browser on any machine on the
network.

1. Open a web browser from a computer on the network.

2. Inthe browser's address bar, enter the IP address you assigned to
Power 1Q. For example: http://192.168.1.10

Answer YES to any security alerts and accept all certificates.

Select YES to the End User License Agreement and click Submit.

Unauthorized Access Warning

Arcess to this computer is prohibited unless authorized, Accessing
programs or data unrelated to your job is prohibited.

Log In

lser name: adrmin

Password: rEE |

10
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5. When prompted to log in, use the username: admin and the default
password: raritan.

%3 Power I0™ - Dashboard - Mozilla Firefox
File Edit Wiew History Bookmarks Tools  Help
- @ - @ /LI} |BIE hittps: {192, 168,42, 106/ g| v| [>] | |Google |k«\]
o o admin | Logoff | Help
ZE=Raritan. Power IQ :
quick search L
| Dashboard || DataCenters || PDUs || IT Devices || Analytics || Settings |
—
Activities - PDU Health abl =
f: Uparade PO Firrivware Wiy POLIS
E‘ Bulk upgrade POL List all PDUs attached ko PDU Health (2 PDUs Polled)
firmware Paower I0)
a BrowsellTidevices 4 Wigw IT devices
Browse enterprise data List all IT devices
mnode!
Bulk PDU Configuration &dd a POU
Roll out PDU configuration Attach an existing POU to
in bulk. Paver I
Outlet Naming Appliance Settings
EBulk POU outlet naming Configure Power IQ
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Chapter 4: Connecting to Power 1Q

The first page that opens is the Power IQ dashboard. The dashboard
provides an overview of the power usage and running status of all Power
Distribution Units (PDUs) under Power IQ management. Charts on the
page remain blank until you add PDUs and configure Analytics.

The dashboard provides links to the following PowerlQ features:

e Click the Data Centers tab to edit details of your Enterprise Model.
e Click the PDUs tab to open a page listing all PDU related options.

e Click the IT Devices tab to review the list of IT devices powered by
your PDUs.

e Click the Analytics tab to create a custom report of graphs. This
requires creating an Enterprise Relationship Model first.

e Click the Settings tab to open a page listing all configuration options
for Power 1Q.

From the dashboard, you can perform the following Activities:

e Add a PDU (or multiple PDUs) to Power IQ Management.

e View the status of any PDUs under management.

e Upgrade PDUs with new firmware.

e Roll out one PDU's configuration with other PDUs of that model type.
e Outlet Renaming

e Adjust system Settings

You can click the Help link to view information on the activities that you
can perform on each page.

=i=Raritan.
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Additional Configuration Tasks
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Configuring the System Clock

Power 1Q uses the system clock to time-stamp events and data records.
Therefore, it is important to set the system clock as soon as possible to
keep an accurate record of events.

The system clock can be set manually, or synchronized with an NTP
server.

» To configure the system clock manually:
1. Click the Settings tab.
2. Click Time Settings.

3. Select the Time Zone Power IQ resides in from the Time Zone
drop-down menu.

4. Leave or configure NTP Enabled? to No.

Next, in the Set Time Manually field enter the Date (in YYYY/MM/DD
format) followed by the time (in a 24-hour HH:MM:SS format).

For example: If the current time and date is 3:42:33 PM on October
12, 2008, you would type "2008/10/12 15:42:33".

6. Click Save. Power IQ sets its clock to the provided date and time.

To configure the system clock to use an NTP server:
Click the Settings tab.
Click Time Settings.

Select Yes from the NTP Enabled? drop-down list and click Save.

A w NPy

Click Manage Time Servers to configure settings for the NTP
servers.
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Configuring NTP Server Settings

The Configure Time Servers table list the NTP servers Power IQ contacts
to get date and time information. NTP must be turned ON for this to
happen.

Power 1Q attempts to retrieve the date and time from the first server on
the list. If this attempt fails, it proceeds down the list and attempts to
contact the second server, and then the third, and so on. Several NTP
servers on have already been configured.

P To configure NTP server settings:
1. Click Add.

2. Type the time server's IP address in the Time Server field.
P Click Save Changes.To edit NTP server settings:

1. First, select the server on the table and click Edit.

2. Type the time server's IP address in the Time Server field
3. Click Save Changes.

P Toremove an NTP server:

1. First, select the server on the table.
2. Click Remove.

3. Click Yes, when prompted to confirm.

You can enable or disable NTP usage on the main Time Settings page.

Configuring Logging through Syslog

External Syslog servers can be used to record events occurring on
Power 1Q. Using a Syslog is the only way to maintain an audit trail of
events. If you need an audit trail, configure Power 1Q for Syslog recording
as soon as possible.

To configure logging through Syslog:
Click the Settings Tab.
Click Syslog Destinations.

w NPy

Type the IP address of a Syslog server in the Add Syslog Destination
field. This must be in the form of a numeric address.

4. Click Add. The server appears on the list of Current Syslog
Destinations.

=i=Raritan.
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All servers listed under Current Syslog Destinations record events on
Power 1Q. Recorded events include new users, configuration changes,
and failed login attempts. To stop a server from recording an event, click
Remove next to its entry on the list.

Configure Polling Intervals

i
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At each polling interval Power IQ collects data from PDUs under its
management. You can configure the polling interval.

To configure the polling interval:
Click the Settings tab.
Click Polling Options.

w NPy

Select a time period from the Polling Interval drop-down list. The time
period indicates how much time passes before Power IQ starts a new
polling cycle

4. Click Save.

Note: When managing a large number of power distribution units you
may need to configure a longer time period for the Polling Interval.
Setting a longer time period helps ensure that all PDUs are polled within
a given cycle. A warning message appears if Power IQ is unable to poll
all PDUs within the configured time period.

Retrieving Buffered Data from Dominion PX 1.2.5 or Higher

Dominion PX PDUs version 1.2.5 and higher have the ability to
temporarily buffer power measurements. This allows Power 1Q to receive
more data with less frequent polling. Check Enable Buffered Data
Retrieval to instruct Power IQ to retrieve these buffered measurements
instead of collecting a single point of data at the time of polling. This
result in increased efficiency when gathering data from Dominion PX
PDUs. However, enabling this feature also creates gaps in graphed data
since Power IQ now collects Dominion PX data in batches instead of
incrementally.

To retrieve buffered data from Dominion PX 1.2.5 or higher:
Click the Settings tab.
Click Polling Options.

Check Enable buffered data retrieval on Raritan PDUs

AP w NPy

Select a sample period from the Sample Interval drop-down list. This
configures the sample interval that Dominion PX PDUs use to buffer
power measurements.

15



Chapter 5: Additional Configuration Tasks

For example: If 15 seconds is selected, every 15 seconds, Dominion
PX PDUs takes a power measurement and store it in its internal
buffer for retrieval.

5. Check average buffered data collected during each poll. If checked,
Power IQ first retrieves the buffered data from a Dominion PX PDU.
Rather than store all of the sample points, Power IQ then averages
all of the readings across the polling interval and save it as a single
value. Optional.

It is necessary to set a Sample Interval when using buffered data
retrieval. The polling interval controls how often Power 1Q requests
buffered data from Dominion PX PDUs, the sample interval controls how
granular the buffered data is.

For example: With a Polling Interval of "1 hour", and a Sample Interval of
"1 minute", Dominion PX PDUs under Power IQ management record
their power information every minute. Power 1Q then retrieves 60
measurement records from each Dominion PX every hour.

Shorter sample intervals cause Dominion PX PDUs to fill their buffers
more quickly. As a result, Power IQ may limit the polling interval to
prevent data loss due to filled buffers.

When Buffered Data Retrieval is in use, Power 1Q polls other PDUs that
do not support this feature at the Sample Interval rate. This helps
maintain a consistent granularity of measurements across all readings.

Additionally, the Buffered Data Retrieval feature may consume the space
available for data storage rapidly since it allows Power IQ to retrieve a
great deal of data at once, . This can be alleviated by checking Average
Buffered Data. This functions similar to the data-rollup procedure, and
Power 1Q stores the retrieved data for each PX as a single average. In
this case, a higher Sampling Interval results in a more precise average
value being stored.

Note: If you enable Buffered Data Retrieval, Raritan strongly suggests
enabling NTP and configuring Power IQ and your Dominion PX PDUSs to
use the same NTP servers. This ensures that all recorded data is in sync,
whether generated by Power IQ or Dominion PX.

Note: In order to configure Dominion PX sampling rates, Power IQ must
have SNMP write access to those PDUs. First make sure the Dominion
PX SNMP agents are enabled. Then ensure that they have been added
to Power IQ management using an SNMP community string that has
write access.
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Setting the Default SNMP Version for PDUs

» To set the default SNMP version for PDUSs:
1. Choose Settings > Polling Options.

2. Select 1/2c or 3 as the default SNMP version for new PDUs added to
Power 1Q.

3. Click Save.

You can change the default value when you add the PDU.

Setting Default Estimated Voltages

Power 1Q can estimate Active Power for PDUs that do not directly
provide Active Power measurements. When voltage is not available from
the PDU, you can enter a default estimated voltage value for each type of
PDU.

* To set the default estimated voltages:

1. Enter a default estimated voltage for single phase PDUs and a
default estimated inlet and outlet voltage for three phase PDUs.
Optional.

2. Click Save.

You can override the default value for any PDU in the PDU Details
page. See Configure Estimated Voltages (on page 20).

Adding PDUs to Power IQ Management

i
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Once Power IQ is configured, add Dominion PX or other PDUs to its
management. Power 1Q can then gather data from these PDUs.

You can also add PDUs to Power 1Q by uploading a CSV file containing
the information. See Adding PDUs in Bulk with CSV Files (on page
21).

To add PDUs to Power IQ management:
Click the PDUs tab then click Add.
Enter the IP address of the PDU.

w n Y

If the PDU is in a daisy-chained configuration or console server
configuration, enter the PDU's position number in the chain or serial
port number in the Proxy Index field.

Note: If the PDU is not in this type of configuration, leave the Proxy
Index field blank.
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4. |If the PDU is a Dominion PX, enter a valid Username and Password
for the PDU in the Dominion PX Credentials section. Re-enter the
password in the Password Confirm field.

5. Select the SNMP Version.

= For SNMP version 1/2c PDUs, enter an SNMP Community String
that has at least READ permissions to this PDU. This enables
polling the PDU for data. Enter an SNMP community string that
has both READ and WRITE permissions to the PDU to enable
power control, outlet renaming, and buffered data retrieval.

=  For SNMP version 3 PDUs, enter the Username and select an
Authorization Level. The authorization levels are:

= noAuthNoPriv - No Authentication Passkey, No Encoding
Passkey

= authNoPriv - Authentication Passkey, No Encoding Passkey
= authPriv - Authentication Passkey, Encoding Passkey

a. Depending on the Authorization Level selected, you must enter
additional credentials for Authorization and Privacy.

b. Authorization Protocol: Select MD5 or SHA.

c. Enter the PDU's Authorization Passkey, then re-enter the
passkey in the Authorization Passkey Confirm field.

d. Privacy Protocol: Select DES or AES.

e. Enter the PDU's Privacy Passkey, then re-enter the passkey in
the Privacy Passkey Confirm field.

Note: You must enable the SNMP agent on all PDUs added to Power
Q.

6. Select "Wait for discovery to complete before proceeding” to view the
discovery process status as you add this PDU. Optional.

7. Click Add.

Note: PDU discovery is complete once the PDU model type is
determined. SNMP fields such as contact or location values are not
determined until this device is polled for the first time.

Once added, the PDU appears in the PDU list. Power 1Q begins
polling the PDU for sensor data. You can configure how often Power
IQ polls PDU. See Configure Polling Intervals (on page 15).
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Discovery Progress Status

Viewing the discovery process generally displays one of the following
results:

OK: The PDU was successfully added to Power IQ Management.

Degraded: a PDU at the IP Address was added, but Power IQ is
unable to retrieve information about it. Check that the SNMP
Community String was typed properly and that the PDU's SNMP
agent is enabled.

For Dominion PX PDUs: this may also indicate that the PDU's
firmware is out of date

NoContact: a PDU was not found at the given IP address.

NoPlugin: Indicates that Power 1Q was unable to add the PDU. This
may be because it is an unsupported PDU model.

For Dominion PX PDUs: this may also indicate that the supplied
username and password are invalid.

Editing PDUs under Power IQ Management

Editing a PDU allows you to reconfigure the SNMP community string for
a PDU, or change the username and password used to access that PDU.

You cannot edit IP address, proxy index or name. If these values have
changed, delete the PDU and re-add it.

>

To edit PDUs under Power 1Q management:
In the PDUs tab, select a PDU then click Edit.

If the PDU is a Dominion PX, enter a valid Username and Password
for the PDU in the Dominion PX Credentials section. Re-enter the
password in the Password Confirm field. Leave the fields blank to
keep using the password already configured. If you want to use a
blank password, select the "Delete PX credentials checkbox."

Select the SNMP Version.

= For SNMP version 1/2c PDUs, enter an SNMP Community String
that has at least READ permissions to this PDU. Use an SNMP
community string that has both READ and WRITE permissions to
the PDU to enable power control, outlet renaming, and buffered
data retrieval. Re-enter the string in the Community String
Confirm field.

=  For SNMP version 3 PDUs, enter the Username and select an
Authorization Level. The authorization levels are:
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= noAuthNoPriv - No Authentication Passkey, No Encoding
Passkey

= authNoPriv - Authentication Passkey, No Encoding Passkey
= authPriv - Authentication Passkey, Encoding Passkey

a. Depending on the Authorization Level selected, you must enter
additional credentials for Authorization and Privacy.

b. Authorization Protocol: Select MD5 or SHA.

c. Enter the PDU's Authorization Passkey, then re-enter the
passkey in the Authorization Passkey Confirm field.

d. Privacy Protocol: Select DES or AES.

e. Enter the PDU's Privacy Passkey, then re-enter the passkey in
the Privacy Passkey Confirm field.

4. Click Save.

Configure Estimated Voltages

Power 1Q can estimate Active Power for PDUs that do not directly
provide Active Power measurements. When voltage is not available from
the PDU, you can enter an estimated voltage value for the PDU. This
value will override the default value configured.

You can change the default inlet and outlet voltage for all new PDUs
added to Power 1Q. See Setting Default Estimated Voltages (on page
17).

» To configure estimated voltages:
1. Inthe PDUs tab, select a PDU then click Edit.

2. For three-phase PDUs, enter the voltages in the Manually Configured
Inlet Voltage and Manually Configured Outlet Voltage fields.

3. For single-phase PDUs, enter the inlet voltage in the Manually
Configured Voltage field.

If no value is entered, the default value is used.
4. Click Save.

=i=Raritan.
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Adding PDUs in Bulk with CSV Files
You can add PDUs in bulk by uploading a CSV file.

Importing more than 100 PDUs at at time causes polling to suspend
while the import is in progress.

You can download a sample CSV file in the Support section of Raritan's
website, under Firmware and Documentation.

M w NPy

To add PDUs in bulk with CSV files:

Click the PDUs tab.

Click Import PDUs from CSV file. The Import PDUs page opens.
Click Browse and select the CSV file.

Select "Wait for discovery to complete before proceeding” to view the

discovery progress and the resulting status. Optional.

Click Begin Import.

Structure of the Add PDUs CSV File

The structure of the CSV file is as follows:

One line per PDU to import.
No header row.

Each line has only the following value columns, in the following order:

1. IP address

2. Proxy index: If the PDU is in a daisy-chained configuration or

console server configuration, enter the PDU's position number in

the chain or serial port number. See Proxy Index Details (on
page 22).

Leave blank if the PDU is not in this type of configuration.

3. Dominion PX username

4. Dominion PX password

Leave the Dominion PX username and Dominion PX password
fields blank for other PDUs.

5. SNMP Community String

Leave the SNMP Community String blank if it does not apply for a
PDU.

6. SNMPvV3 enabled: true or false.

Leave columns 7-12 blank if SNMPV3 is set to false.
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7. SNMPv3 username

8. SNMPv3 authorization level: noAuthNoPriv, authNoPriv or
authPriv.

9. Authorization protocol: MD5 or SHA.

10. Authorization passkey

11. Privacy protocol: DES or AES

12. Privacy passkey
For example:
192.168.43.184, ,admin, raritan,private
192.168.44.101,,,,PDUread

The first line in this example represents a Dominion PX PDU. The
second line represents a PDU from another vendor. Uploading this CSV
file would instruct Power 1Q to add two PDUs to management. The first
PDU is located at 192.168.43.184, and uses the login/password
combination admin/raritan for authentication. Its SNMP Community String
is set to private. The second PDU is located at 192.168.44.101 and does
not use a user name and password for authentication. Its SNMP
Community String is set to PDUread.

Proxy Index Details

For stand-alone PDUs, the proxy index field should be left blank.

For PDUs acting in a daisy-chain, or for PDUs that are being proxied
through another PDU, the proxy index field should contain the number of
the PDU's position.

For daisy chained systems, the proxy index field should be set to the
PDU's position within the chain. The head-end or master system should
have a proxy index value of 1. The second system in the chain would
have a proxy address of 2 and so on.

For element managed systems, such as PDUs behind a serial proxy, the
proxy index field should contain the serial port number to which the PDU
is attached on the management console.

Bulk Configuration of Dominion PX Devices on Power IQ

By leveraging Dominion PX's ability to create a backup of its
configuration, Power IQ can configure additional PX devices of the same
model type. This is helpful for large scale roll-out situations.

This applies to Dominion PX version 1.2 and later, only.
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Requirements for Bulk Configuration

There are a few prerequisites for bulk configuration:

e Each PX must be of the same model type.

e Each PX must have the same firmware version (1.2 or later).

e Each PX must be configured with an IP address and be under Power
IQ management.

e A configuration backup file from a configured PX.

Loading a PX Configuration on to Power IQ
1. Click the PDUs tab.
2. Click Bulk Configuration to open the Bulk PDU Configuration page.

3. Click Manage PDU Configuration Files. The Managed PDU
Configuration files page opens. It contains a table listing all Dominion
PX configuration files stored on Power 1Q.

4. |If the desired configuration file is not available, click Upload PDU
Config. The Add a PDU Configuration File window opens.

— pload a PDU configuration file

PO Configuration file upload
Model nsme: |PCHB-1 g |

|C:"5Denni5' Mew StuffDocumentation Frojects

Upload

[ Browse...

5. Type the model name of the Dominion PX that generated the
configuration file. This is necessary in order to apply the configuration
to the same Dominion PX models.

6. Click Browse, then select the Dominion PX configuration file.
7. Click Upload.

The Configuration File Details page opens when the configuration file
upload completes. Add any comments you have for the uploaded file in
the Comments field and click Save Comments. The new configuration file
appears in the list of available Dominion PX configurations. You cannot
edit or delete uploaded configurations.

Creating a Bulk Configuration Plan
1. Click the PDUs tab.

2. Click Bulk Configuration to open the Bulk PDU Configuration page.
3. Click Plan a New Bulk PDU Configuration roll-out.
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4. Select Create a New Plan and click Continue.

Available|Upload

Choose a PDU configuration file

Results: 1-2 of 2

PX Model Uploaded

(®) PCRE-15 0BM408 10:26:47 AM GMT admin 3.9 MB

() PX20-250 031408 10:27:10 AM GMT  admin 3.9 MB

Continue

5. The Choose a PDU Configuration Version page opens. Select a
Dominion PX configuration based on the model name and date
uploaded. This is the configuration applied in the roll-out. After
selecting, click Continue.

=i=Raritan.
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If the desired Dominion PX Configuration version is not available,
click the Upload tab above the table. Upload a configuration file.

Choose PDUs to Configure
Pleaze choose the devices vou wish to rall out the configuration file to as part of plan PX Config Rollowut Plan 2.

— Available PDUz — POz to Upgrade
Select: &l |Mone Select: &l |Mone
IP Address Owner IP Address Owner
v 192.168.45.248 |:| 192.168.45.249
[]192.168.45.252 Add| [] 192.168.45.251
. h Flemuvel i
|:| 192.1638.45.250 (px20-250) |:| 192.168.57.77
: % . yy
[]192.168.57.76
|:| 192.168.52.199
A yy

Back | Continue |

6. The Choose PDUs to Configure page opens. The table on the left
lists managed PDUs. Select the checkboxes of the PDUs you want to
upgrade and click Add. The PDUs move to the upgrade list on the

right.
7. Click Continue.

Plan options

Plan name:

|New Data Roorm P« Rollout

[*]Abort on failure

Back | Continue |

8. On the Plan Options page, type a nhame for plan in the "Plan name"
field. This helps you identify the plan.

- 25
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9. Select the "Abort on failure" checkbox if you want Power 1Q to cancel
all remaining configuration upgrades in the plan if an upgrade failure
occurs. This is useful in an upgrade problem from affecting other

Dominion PX PDUs in the plan.

10. Select the "Allow simultaneous upgrades" checkbox if you want
Power 1Q to upgrade the configuration of multiple Dominion PX
PDUs at once. This allows batch upgrades to proceed faster.

11. Click Continue.

12. Review the summary of the plan. Click Add Comment if you want to
add notes to the plan. Click Add Devices if you want to edit the list of

PDUs to configure.

— Flan Summaty

Plan Hame: Mewy Data Room PR Rollout
Selected config: PCRS-15
Abort on failure ? Yes

Simultaneous roll outs ? Mo

— Commerts

Add comment

—Devices to Roll Cut to

There were 3 device selected to roll out to.

Results: 1-3 of 3

¥ Device Firmware Version Messages

192168 43154 (New'York_DOMPX) DPCRE-15  mikec n [P o0 I = 1.2.0-7007

192 16543252 (192166 453.252)  DPCR20-20 1.1.0-6654

192 165 .45 252 (p] 2-252) DRCE12-20 Dave Johnson 1.2.0-7055

r— Previous Plan Edits

Hame Modelname User On Failure Installation Started

Mew Data Room P Rollout PCRS-15 admin Abort Sequertial 054 4058 06:20:32 PM GMT - 081 408 05:22:10 PM GMT

Finished

Return || Edit|| Start Roll Out|

13. Click Save. The completed plan summary page opens.

14. Click Start Roll Out to execute the plan immediately, or click Return

to return to the Bulk Configuration page.

Executing Saved Configuration Plans
1. Click the PDUs tab.

2. Click Bulk Configuration to open the Bulk PDU Configuration page.
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3. Click View saved plans. The Saved PDU Configuration Roll Out
Plans page opens.
4. Click a plan name to view the Plan Summary page for that plan.

Click Start Roll Out to execute the plan.

Dominion PX Outlet Naming

i
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Naming the outlets of Dominion PX devices under management allows
you to filter the graph data on the Power IQ dashboard. Import a CSV file
with the outlet name data to name multiple outlets across multiple
Dominion PX PDUs. Or, you can change names one at a time manually.

A consistent, organized naming scheme can help you filter outlets
quickly. For example, using names such as

Rm2_ Rack3 PX1 Exchangel allows you to find all outlets that power
the exchange server, all outlets on PX1 in the third rack, all third rack
outlets, or all outlets in Room 2.

Outlet names can be up to 32 characters in length, with no character
restrictions.

Note: Dominion PX PDUs must be configured in Power 1Q with an SNMP
community string that has write-level access to allow outlet naming.

Naming Individual Dominion PX Outlets

To name individual Dominion PX outlets:
In the PDUs tab, select a Dominion PX and click View.
Scroll down to the Ouitlets list.

Double-click the outlet name, then enter the new name in the field.

N

Press Enter to save the name.

The names are written back to the Dominion PX. If you connect to the
Dominion PX directly, the outlets appear there with their new names.

Naming Dominion PX Outlets in Bulk with CSV Files

» To name Dominion PX outlets in bulk with CSV files:
1. Inthe PDUs tab, click Outlet Naming.

2. Click Browse, then select the CSV file.

3. Click Import.

Power 1Q names the outlets according to the values in the CSV file. The
names are written back to the Dominion PX. If you connect to the
Dominion PX directly, the outlets appear there with their new names.
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Setting SNMP System Attributes for Dominion PX PDUs

In addition to naming the outlets of Dominion PX PDUs this CSV file can
be used to set three SNMP system attributes. These attributes are
SYS_CONTACT, SYS_NAME and SYS_LOCATION. These settings are
optional values in the CSV file.

This feature requires Dominion PX version 1.3 or higher. Leave these
fields blank for Dominion PX PDUs with earlier firmware.

e SYS _CONTACT: is used to identify a point of contact regarding this
Dominion PX PDU. A good example is an IT administrator.
e SYS_NAME: is used to set the name of the Dominion PX.

e SYS_LOCATION: is used to quickly describe where this Dominion
PX is located. A good example might be "Sales Rack - Server Closet
o

Structure of the Outlet Name CSV File

The CSV file used for outlet naming uses the following structure. There is
one Dominion PX per line/row.

e The first column is an IP address identifying a Dominion PX.

e The second column is the Proxy Index value. Dominion PX does not
currently support these configurations. Leave this value blank. See
Proxy Index Details (on page 22).

e The second column is the SNMP SYS_CONTACT value. Optional.
e The third column is for the SNMP SYS_NAME value. Optional.

e The fourth column is for the SNMP SYS_LOCATION value.
Optional.

e Each value/column following the SYS_LOCATION represents an
outlet on that PDU. Outlets start at 1 and increase sequentially with
each column.

These values indicate only what is changed by the naming operation:

e If an IP address does not appear in the file, no naming operations
occur on that Dominion PX.

e If an outlet value is blank, its name does not change.

For example:
192.168.77.102, ,Michael, Test PX2,RACK1, KVMSwitchl, KVMSwitch2, ,Sales FTP Server

A Dominion PX at 192.168.77.102 would receive the system name "Test
PX2". Its first outlet would be renamed to "KVMSwitch1" and its second
outlet renamed to "KVMSwitch2." The third outlet would not be renamed.
The fourth outlet would be renamed to "Sales FTP Server."
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Exporting Outlet Names to a CSV File

You can export the outlet names in Power 1Q to a CSV file.

You can edit the file to change outlet names, then import it. See Naming
Dominion PX Outlets in Bulk with CSV Files (on page 27).

Note: Outlet naming is only for Dominion PX PDU outlets.

P To export outlet names to a CSV file:
1. Inthe PDUs tab, click Outlet Naming.
2. Click the export link.

Change User Session Timeouts

Power 1Q logs out any web interface users who have been inactive for a
certain period of time. You can configure the length of this time period.

To change user session timeouts:
Click the Settings tab.

Click Web User Session Timeout.

w NPy

Select a time from the Timeout drop-down list. The Timeout indicates
how long you can remain idle on the Power 1Q web interface before
being logged out.

4. Click Save.

Restricting Web and Shell Access

To increase security, Power IQ can be configured to restrict web
interface and SSH access.

> To restrict web and shell access:
1. Click the Settings tab.
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2.

Click IP based Access Control. The IP Based Access Control page
opens.

IP Based Access Control

[]Enable IP access control restrictions
|:| Allow ICMP ping responses

Trusted Hosts

| JEnable sSH [JEnable HTTPHTTPS [] Enable ODBC

| JEnable ssH [JEnable HTTPHTTPS [] Enable ODBC

||:| Enable SSH [ Enable HTTPHTTPS [ Enable ODBC

Save |Cancel

3.

To restrict access to Power |1Q, select Enable IP Access Control
Restrictions.

Fields for trusted hosts appear below. You can enter an IP address,
or a subnet using CIDR notation such as 192.168.45.0/24. This
allows you to connect from the specified IP address(es) when
restrictions are enabled. Attempts from other addresses are blocked.
Enter up to three addresses or address ranges, one in each field.

For each address, select how it is permitted to access Power 1Q.
Select the Enable SSH to allow SSH access checkbox. Select the
Enable HTTP/HTTPS checkbox to enable access through the web
interface.

Click Save.

=i=Raritan.
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Configuring Data Retention

i

Power 1Q performs periodic roll-ups. During a roll-up, the values over that
period are averaged and stored along with the minimum and maximum
values that were measured. As time passes, the stored roll-up data itself
is rolled up into larger sets of data. Raw data measurements are rolled
up every hour, and 24 hourly roll-ups are rolled up every day, and so on.

Data does not have to be purged immediately after a roll-up occurs. For
example, raw data is rolled up every hour but a set of raw data can still
be made available five hours later. Configuring Data Retention lets you
determine how long Power IQ retains each level of data.

Ideally, you should adjust the data retention periods before adding PDUs
to Power IQ management. You should also revisit these settings after
adding a large number of PDUs.

Data Storage Time Period Configuration

Az data iz rolled up every hour, day, and month to provide & consolidated vieww, the original rawy data is deleted. This time period represents the amount of time

each type of data is kept.

Description Hours Days Weeks Months Years Default
Retain raw data for: 2 v a v ] w ] v u] ¥ 2 hours
Retain hourly data for: u} » 2 > u] » u] > u} v 2 days
Retain daily averages of data for: u} hd u] v 1 hd u} 2o 30 days
Retain monthly averages of data for: u] hd 1 2 1 year

Raritan.

To configure data retention:
Click the Settings Tab.
Click Data Rollup Retention.

w NPy

Start with Retain raw data row. Use the drop-down lists in that row to
select how long (in hours, days, weeks, etc) Power 1Q should keep
this raw data.

4. In the Retain hourly averages of data row, configure how long hourly
roll-ups are stored.

5. Inthe Retain daily averages of data row, configure how long daily
roll-ups should be stored.

6. Inthe Retain monthly averages of data row, configure how long
monthly roll-ups should be stored by Power IQ.
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Note: Power IQ collects a lot of data. Keeping this data for long periods
of time consumes large amounts of storage space and may affect
performance. If you need long term access to the raw poll data, you
should download daily sensor readings regularly. See Downloading
Daily Sensor Readings (on page 55).
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User Configuration Tasks
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Change the Administrator Password

It is important to change the password for the admin account as soon as
possible. This helps prevent unauthorized administrator access to Power

Q.
1. Click the Settings tab.

2. Click User Accounts. The User Configuration page opens, displaying
a list of all the user accounts created for the system.

Click Edit for the admin user.

4. Type a new password for the admin account in the Password field,
then type it again in the Confirm Password field.

5. Click Save.

Adding, Editing, and Deleting Users

i
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Add a User

» To add auser:
Click the Settings tab.

2. Click User Accounts. The User Configuration page opens, displaying
a list of all the user accounts created for the system.

Click Add. The Create New User page opens.

4. Enter a username. User names must be at least 3 characters, but not
more than 40 characters.

Enter the user's full name.

6. Enter an email address.
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7. Password and Confirm Password: Enter a password for this user.
The password must be at least 8 characters, including one numerical
character, one uppercase character, one lowercase character, and
one of the following special characters:
~1@#SNNE*()_+{}:"<>21.5 1=
Description or Comments: Enter comments about the user.

9. Click Save.

Edit a User

» To edit auser:

In the Settings tab, click User Accounts.
2. Select a user and click Edit. The User Information page opens.

= Click Edit to change the Full Name, Email, or Notes. Click Save
after making changes.

= Click Change Password to change the user's password. Enter the
password, enter again to confirm, then click OK.

Delete a User

In the user list page, you can delete users who should no longer have
access to the system. You cannot delete the admin user.

2w NPV

To delete a user:

Click the Settings tab.

Click User Accounts. The User Configuration page opens.
Click Delete in the row of the user you want to delete.
Click OK to delete the user.
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Assign Roles to a User

Roles assigned to groups or users in the Settings tab give permissions
that apply to all Data Centers, PDUs and Devices in Power IQ. See Role
Definitions (on page 39).

You can also assign the Administrator, Operator, Power Control, and
View roles to a user or user group, but limit the role to only a specific
level of a data center. To limit the permission, assign the role in the Data
Centers tab, in the Permissions section of the data center level the role
should cover. See Assign Roles within a Data Center (on page 38).

You must be assigned the Site Administrator role to assign roles.

To assign roles to a user:
Click Settings.

Click User Accounts. Select a user then click Edit.

w NPy

In the User Roles section, select roles in the drop-down list, then
click Add to assign the permission to the user. Roles assigned to the
user appear in the list.

Users can perform the tasks allowed by the roles assigned.

Remove Roles from a User

To remove roles from a user:
Click Settings.
Click User Accounts.

Select a user and click Edit.

2w NPy

In the User Roles list, select a role, then click Remove. The user can
no longer perform the tasks allowed by the role.

Adding, Editing, and Deleting User Groups

i
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Default User Groups

There are two default user groups, All Users and Site Administrators.

The All Users group contains every user you add to Power 1Q, and has
the View role assigned to it.

The Site Administrators group contains the Admin user, and has the Site
Administrator role assigned to it. The Site Administrator role allows users
to do all tasks in Power 1Q.

You can change the roles assigned to both groups.
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Add a User Group

To add a user group:
Click Settings.
Click User Groups.

w NPy

Click Add, then enter a name. Click Next. The Group Information
page opens.

4. In the Group Members section, select users in the drop-down list,
then click Add. Users in the group appear in the list by login, name,
and email.

5. Inthe Group Roles section, select roles in the drop-down list, then
click Add to assign the permission to the group. Roles assigned to
the group appear in the list. See Role Definitions (on page 39).

Edit a User Group Name

To edit a user group name:

Click Settings.

Click User Groups.

Select a group then click Edit.

Click Edit to change the group name.
Click Save.

g D Py

Delete a User Group

» To delete a user group:
1. Inthe Settings tab, click User Groups.

2. Select a group and click Remove.

% =i=Raritan.
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Assign Roles to a User Group

Roles assigned to users or user groups in the Settings tab give
permissions that apply to all Data Centers, PDUs and Devices in Power
IQ. See Role Definitions (on page 39).

You can also assign the Administrator, Operator, Power Control, and
View roles to a user or user group, but limit the role to only a specific
level of a data center. To limit the permission, assign the role in the Data
Centers tab, in the Permissions section of the data center level the role
should cover. See Assign Roles within a Data Center (on page 38).

You must be assigned the Site Administrator role to assign roles.

» To assign roles to a user group:
1. Inthe Settings tab, click User Groups.
2. Select a user group, then click Edit.

3. Inthe Group Roles section, select roles in the drop-down list, then
click Add to assign the permission to the group. Roles assigned to
the group appear in the list.

Users can perform the tasks allowed by the roles assigned to the
group.

Remove Roles from a User Group

To remove roles from a user group:
In the Settings tab, click User Groups.

Select a user group then click Edit.

w N Py

Select a role, then click Remove. Users in the group can no longer
perform the tasks allowed by the role.

To remove all roles from a user group:
In the Settings tab, click User Groups.

Select a user group then click Edit.

w NPy

In the Group Roles section, click Empty.
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Assign Roles within a Data Center

You can control what individual users or user groups can see and do in
Power 1Q at each level in each data center. Permissions extend to levels
nested below the selected level.

You can also assign global permissions for users and user groups for all
levels of all data centers in Power 1Q, and to PDUs not mapped into a
data center. See Assign Roles to a User (on page 35) and Assign
Roles to a User Group (on page 37).

Permissions are included in different roles that you assign. See Role
Definitions (on page 39).

You must be assigned the Site Administrator role to assign roles.

>

1.

To assign roles within a data center:

In the Data Centers tab, select a data center level, such as a rack.
The details page opens.

In the Permissions section, click Add Role to > Add User Role or Add
Role to > Add Group Role. Adding a Group Role will give
permissions selected to all users in the group.

Select the user or group who needs permission to this level of the
data center.

Select the role to allow in the Roles list. Click OK.
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Role Definitions

=i=Raritan.

Assign these roles to users or user groups to allow the permissions.

You can assign any role to apply to all of Power IQ, including every level
of every data center. See Assign Roles to a User Group (on page 37)
and Assign Roles to a User (on page 35).

Or, you can assign the Administrator, Operator, View, and Power Control
roles to apply only to a certain level of a data center, such as a rack. See
Assign Roles within a Data Center (on page 38). When these roles are
assigned to the user or user group via the Data Centers tab, the

permission allowed will be limited to the selected level of the data center.

»  Administrator

Permission to view, add, edit, and delete Data Centers, PDUs, and
Devices. Permission to control power to outlets. Permission to create
reports and charts. Permission to view Data Centers, PDUs and Devices.

» Operator

Permissions are the same as the Administrator role, except that power
control is not permitted.

» Power Control

Permission to control power for all outlets. Permission to view Data
Centers, PDUs and Devices.

> View

Permission to view Data Centers, PDUs and Devices.

» Create Reports and Charts

Permission to create and edit reports and charts in the Dashboard tab
and Analytics tab. You must also assign the View role, or another role
that contains view permissions, to users or user groups who need to
create reports and charts.

> Site Administrator

Permission to do every action in Power IQ, no exceptions. Permission to
control power to all outlets in Power 1Q is included. The Site
Administrators group is assigned this role by default, and contains the
Admin user.
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Roles Information for Upgraded Systems

If you upgraded Power IQ, all users who used to have the Administrator
role will now be assigned the Site Administrator role.

Configuring Power IQ to use LDAP Authentication

As an alternative to using local user account management you can
configure Power 1Q to use an LDAP server for centralized authentication.
An LDAP wizard guides you through this process, checking each
configuration option along the way. LDAP configuration proceeds along
four basic steps:

e Network Connectivity Settings

e Search and Authentication Settings

e Authorizing LDAP user accounts for Power 1Q
e Confirmation and Enabling LDAP access.

Once enabled, all users must have an authorized account on the LDAP
server in order to connect to Power 1Q. The exception to this is the local
account: admin. The admin account is always have local access in order
to make any necessary configuration changes.

Gathering LDAP Configuration Settings

The following is a list of configuration items you should know before
enabling LDAP authentication. If you are not familiar with these settings,
ask your LDAP administrator to help you prepare this list.

LDAP Configuration Settings:
e The type of LDAP Server used:
= Microsoft Active Directory or other LDAP server.
e The IP Address of the LDAP server.
e The Network port used by the LDAP server.

= |f using a custom port number, what type of encryption is used:
TSL, SSL or No Encryption?

e The Base DN of the server (used for searching for users)
e The bind type of the server.

= Anonymous Bind or standard Binding.

= The Bind DN setting, if using standard bind.

= The Password, if using standard bind.

=i=Raritan.
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e The User ID attribute or the User attribute Prefix for user DN.
e The User Obiject class (if applicable).

e Any additional object filters.

e What LDAP users that should access Power 1Q.

e What roles these users take.

Configuring LDAP: Connectivity

The first part of the LDAP setup is identifying the LDAP server on your
network.

To configure LDAP connectivity:
Click the Settings Tab.
Click LDAP Authentication. The LDAP Connectivity page opens.

In section 1, type the IP address or hostname of your LDAP server.

B w NPV

Click Check. Power IQ verifies that it can find an LDAP server at the
address.

5. In section 2, select the network port used by the LDAP server;
= Port 389 is the standard, unencrypted LDAP communication port.

= Port 636 is the standard, SSL-encrypted LDAP communication
port.

= If your LDAP server uses a custom port number select Custom
Port Number and type the number in the provided field.

Then select whether the server uses TSL Encryption, SSL
Encryption or No Encryption.

6. Click Check. Power IQ verifies that it can communicate with the
server over the specified port.

7. If Power IQ can connect successfully with these settings, click
Continue, to proceed to the next step.

Configuring LDAP: Search and Authentication

The LDAP server contains a directory of users. This step tells Power 1Q
where to search for users, and how Power IQ authenticates (or Bind)
those users with the LDAP server.

1. Insection 1, type the base DN in the Base DN field. The base
distinguished name (DN) is the top level of the LDAP directory tree. It
indicates where in the LDAP directory you want to begin searching
for user credentials.

An example Base Search value might be:
cn=Users,dc=raritan, dc=com.

2. Click Check.

41
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3. The options that appear in section 2 depend on the base DN entered.

a. If your LDAP server uses anonymous binding, select Searching
using anonymous binding.

b. If your LDAP server uses a Bind DN and password combination,
select Search using the following bind DN and password. Then
type the bind DN and password in the provided fields.

c. If you bind manually, select Enter the LDAP user parameters
manually.

4. Click Check.

5. The user parameter options in section 3 depend on the choices

6.
7.

made in section 2.

a. If you chose to bind manually, type the user attribute prefix in the
field provided.

b. Otherwise:

= Select the user ID attribute used by the LDAP server. uid is
generally used by Microsoft Active Directory servers, cn by
other LDAP servers. You can also specify a custom user ID
attribute.

= Select a user object class to filter by. You can choose
between posixAccount, netOrgPerson, a value from the
LDAP server, or a custom value. You can also chose Do not
filter by object class.

= Select the scope of the user credential search. Choose
whether to search the entire subtree or just one level. If you
are unsure, you can leave this set to subtree.

= Type any additional object filters in the field provided.
Click Check.

A list of LDAP users found using the configured parameters are
displayed in section 4. Review the list. If the correct users are
present, click Continue. If they are not, adjust the settings and try
again.

Note: if you chose to bind manually, no list of users can be displayed.
Simply click continue.

Configuring LDAP: Authorizing LDAP Users

Before LDAP users can connect to Power 1Q, they must be authorized
and given a Power IQ role.

» To authorize LDAP users:

1.

Type an LDAP Username string in the provided field. This user name
should come from the list provided in the previous page.

=i=Raritan.
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An example username might look like this:
uid=ben, ou=People, dc=company, dc=com

2. Select whether this user should be an Administrator or Operator.

Operators have read-only access to Power IQ's sensor readings and

are unable to configure any settings.
Click Add.
Repeat this procedure to add additional users as necessary.

When you are done creating the list of users, click Continue.

Configuring LDAP: Confirmation
The final step of the LDAP wizard is to enable LDAP access.

You can click the links for Connectivity, Search Parameters and User
Accounts if you must make changes to any of the previous steps.

To proceed, click Enable LDAP Authentication. Once enabled, all
non-admin users must have an authorized account on the LDAP server
in order to connect to Power 1Q.

Disabling LDAP Authentication

Disabling LDAP returns Power IQ to using the local authentication
database. Users require an account on Power IQ in order to connect.

To disable LDAP authentication:
Click Settings.

Click Local User Authentication.

w NPy

Click Enable Local Authentication.
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The Power IQ Dashboard and
Viewing PDUs
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The Power IQ Dashboard

The Power IQ Dashboard is the first page that opens after logging into
Power 1Q. It provides an at-a-glance view of PDU health and power
usage. Direct links to common activities and recently viewed PDUs are

also available. You can return to the Dashboard at any time by clicking
the Dashboard tab.

%3 Power I0™ - Dashboard - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help
- - @ {J} |3:{a https: /{192, 165,42, 106/ J|'| [>] j__'| |\]
- admin | Logoff | Help
ZE=Raritan. Power IQ" £ e
lqwck search JI
| Dashboard | g
—
Activities - PDU Health abl =
= Upgrade PO Firmware igw POUS
W‘% Bulk upgrade POL w List all PDUs attached to PDU Health (2 PDUs Polled)
firmware Paower I0)
Erowse IT devices wiew IT devices
Browse enterprise data Q List all IT devices
mnode!
Bulk PDU Configuration &dd a POU
Roll out PDU configuration Attach an existing POU to
in bulk. Paver I
Outlet Naming ﬁ Appliance Settings
EBulk POU outlet naming G} Configure Power IQ
Appliance settings =
Analytics Chart < o 2 2
PDUs
= Good Warning = Critical |
Wiew PDU by health: Good Warning Critical
Wie all »
PDU History -
Mo data to displ 192.168.43.185 192.168.43.159
0 data to dizplay. Health: Good Mame: Rack3_EM Health: Critical Manwe: Rack3_EM
Wi all »
e
Copyright @ 2007-2009 Raritan, Inc, | www,raritan,com
Done 192.168.42. 106 (&%
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You can display or hide the four dashboard areas by toggling the arrow
that appears in each area's title bar.
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Power IQ Activities

The Activities area makes common Power |Q activities available from a
convenient location on the Dashboard. These activities can also be found
by navigating through the PDUs and Settings tab.

PDU Health

The PDU Health area provides an at-a-glance view of all PDUs under
Dominion PX Management. The graph shows the number of PDUs polled
and categorizes them: Good, Warning, and Critical.

PDU Health -

PDU Health (4 PDUs Polled)

d Warning  ® Critical

= Goo. arn
Wiew PDU by health: Good Warning Critical

View all »

e Good - indicates that the PDU is running at its specified address and
is responding to Power 1Q queries.

e Warning - indicates that the PDU is running at its specified address,
but that something requires attention. Often the PDU may be in a
'degraded' state because its firmware is out of date.

e Critical - indicates that the PDU is not available at its specified
address, or is not responding to Power 1Q queries.

To investigate, click a status link at the bottom of the PDU Health area.
This brings you to the a page listing all PDUs with the selected status.

Analytics Chart

The Analytics Chart area shows a measurement of power consumption
or cost, depending on the custom fields you select. See Creating and
Reviewing Reports with Analytics (on page 71) for details on how to
configure this chart.

PDU History

The PDU History area lists the last few PDUs viewed or edited by a user.
Clicking on a PDU here is a quick way for a user to return to the details
page of a previously viewed PDU. The PDU history displayed on the
dashboard is specific to each user.

New power distribution units also appear in the PDU History area when
they are first added to Power IQ management.
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Viewing PDUs

i
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Click the PDUs tab to view the PDUs page. This is the main hub for all
activities related to the power distribution units in Power 1Q. Look at the
PDU Listing table for more details about managed PDUs.

Viewing All PDUs
The PDU Listings table is central to the PDU tab.

By default, it displays all the PDUs under Power 1Q management. If there
are a large number of PDUs, controls at the bottom of the table allow you
to cycle through pages of PDU listings.

The attribute columns at the top of the page can each be clicked to sort
the view of PDUs by that attribute, in ascending or descending order.
Column widths can be adjusted clicking on the border between each
column and dragging to the left or right. Columns can be removed from
the PDU listing by clicking the drop-down arrow in any column and
selecting the Columns option.

PDU Listing
G view | @ add | B2 Edit | Bg Launch | @ Remove
I Mame Location Status Manufacturer hdadel Firmwvare
192.165.43.185 Rack3_Em Unknceeen O Raritan DPCRE-15 125721
Page oF sl e | @ Displaying PDUs 1 - 1 af 1
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PDU Status

The following values may appear in the status column for each PDU:

OK: Most recent poll of the target PDU was successful.

LostComm: This indicates a problem with network connectivity
between the Power IQ and the PDU.

Degraded: Power IQ can contact the PDU, but cannot retrieve certain
information from it. This may be due to outdated PDU firmware, the
SNMP community string being misconfigured, or the PDU's SNMP
agent being disabled.

Error: An unexplained error has occurred.

ErrBadUser: This indicates that the configured username is not valid
on the PDU.

ErrBadPw: This indicates that the configured password is not valid on
the PDU.

NoAuth: This indicates invalid or missing credentials.

Viewing a PDU

Click the IP address of a power distribution unit in the PDU listings table
to view details about the PDU.

Details: View information about the PDU, including name, IP
address, manufacturer, and firmware revision. The information is
based on what Power IQ can discover and is not editable here.

Active Power Trending: A graph displays the power usage of the
PDU. Click customize to adjust the graph to show power usage over
the previous hour, day, or month.

Readings: View additional metric data. The metrics shown here
depend on the PDU, and may include items such as apparent power
usage and per-line current.

Note: To fully populate the areas of this page, the PDU must be
configured with an SNMP community string that has a minimum of
read-level access.
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Launch the Web Interface for a Dominion PX

You can launch the web interface for a Dominion PX in Power IQ.

Note: To enable single sign-on for Dominion PX PDUs through Power 1Q,
you must use the same username and password to add the Dominion PX
to Power IQ that is used to login to Power 1Q.

» To launch the web interface for a Dominion PX:
1. Inthe PDUs tab, select a Dominion PX.
2. Click Launch. If required, login.

Searching for PDUs

Use the Quick Search tool at the top of the Power IQ interface to search
for a PDU.

admin | Logoff | Help
192.168.43.249 Fe)

Type the name or IP address of a PDU into the Quick Search field. If a
match is found, Power 1Q displays that PDU's detail page.

Note: When searching by name, the whole name of the PDU must be
entered. Search is case sensitive.
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Power Control

Power control is only available for PDUs that support this feature.

Power 1Q must have valid SNMP write access to the PDU for power
control to work.

In This Chapter
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Enable or Disable Power Control

Only authorized users can control power. See Role Definitions (on page
39).

1. Inthe Settings tab, click Power Control Options.
2. Select the "Enable power control" checkbox to enable power control.
3. Click Save.

Configure Power Control Options

i
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1. Inthe Settings tab, click Power Control Options.
2. Select the "Enable power control" checkbox to enable power control.

3. Select the "Display confirmation for power control operations"
checkbox to require users to confirm power control operations before
they occur.

4. Select the "Require reason message for power control operations"
checkbox to require users to log a reason for all power control
operations.

5. Select the "Allow power control for rooms, aisles, rows, and racks" to
allow authorized users to control power at the room, aisle, row and
rack levels of the data center.

6. Select the "Allow scheduled power control" checkbox to allow
authorized users to schedule power control tasks.

7. Click Save.
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Control Power to Outlets in a Data Center
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You must enable power control. See Enable or Disable Power Control
(on page 50).

Power control is available at the outlet and IT device outlet group level,
unless you also enable higher levels, such as all outlets in a rack, row,
aisle, or room. See Configure Power Control Options (on page 50).

You must be assigned a role that permits power control. See Role
Definitions (on page 39).

» To control power in the Data Centers tab:

1. Inthe Data Centers tab, select the data center level, such as a rack,
that contains the outlets you want to control.

2. Select the checkboxes of the outlets you want to control in the IT
Devices or PDUs section.

Click Power Control > On or Power Control > Off.

4. |If required, enter a reason message for the power control operation,
and click OK to confirm.

» To control power with right-click in the Data Centers tab:

In the Data Centers tab, right-click an IT device, or higher level, if
enabled, then select On or Off.

2. Ifrequired, enter a reason message for the power control operation,
and click OK to confirm.

* To control power in the PDUs tab:
In the PDUs tab, select a PDU, then click View.

2. Select the checkboxes of the outlets you want to control in the
Readings section.

3. Click Power Control > On, Power Control > Off, or Power Control >
Cycle.

4. |If required, enter a reason message for the power control operation,
and click OK to confirm.

To control power in the Devices tab:
In the Devices tab, select a device.

Click Power Control > On or Power Control > Off.

w N BPBY

If required, enter a reason message for the power control operation,
and click OK to confirm.
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Control Power to Devices in a Group

You can manually control power to devices in a group, or schedule a task
to run a power control operation at a specified time.

To control power to devices in a group manually:
In the Devices tab, click "Device groups."

Select a device group.

w NPy

Click Power Control > On or Power Control > Off. All devices in the
group are powered on or off using the delays and sequence specified
in the group settings. See Create Device Groups for Power
Control (on page 53).

» To control power to devices in a group via a scheduled task:

See Add a Power Control Task (on page 52).

Scheduling Power

Control

You can schedule power control for device groups only.

View Power Control Task Results

View the results of power control tasks that have been scheduled.

» To view power control task results:

1. Inthe Dashboard tab, click Power Scheduling. The Power
Scheduling Task Results page opens.

2. Select a task, then click View.

Add a Power Control Task

Schedule a power control task to control power to a device group at a
specified time. You can schedule a task that runs only once, or that
recurs on a regular schedule.

You must create device groups before you add power control tasks. See
Create Device Groups for Power Control (on page 53).

» To add a power control task:

1. Inthe Dashboard tab, click Power Scheduling. The Power
Scheduling Task Results page opens.

Click "Add new task."

3. Select Power On or Power Off.

==
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Select the Device Group for the power control operation.
Specify when the task should run.

= To schedule a task that runs only once, select the Date from the
calendar in the Run Once section.

= To schedule a task that recurs, select the checkboxes for the
days of the week the task should run in the Recurring section.

= For both types, select the time the task should run in the Hour
and Minute fields.

Select the Active checkbox to allow this task to run. Deselect this
checkbox to stop the task from running.

Click Save.

Create Device Groups for Power Control

i

Raritan.

Create a group of devices when you need to perform a power control
task on the whole group. You can control power to the group manually, or
by scheduling a power control task to run at a certain time. See Control
Power (see "Control Power to Outlets in a Data Center" on page 51) and
Scheduling Power Control (on page 52).

>

To create device groups for power control:
Add a device group.
a. Inthe Devices tab, click "Add device group."

b. Enter a name for the device group in the Name field, then click
Save.

Add devices to the group.
a. Inthe Data Centers tab, select a device to add to the group.

b. Expand the Device Groups section of the IT Device details page
and click Add. Double-click the field, then click the magnifying
glass icon and select the group.

c. Click Save.

Edit the device group to set the default power control delays and
sequence of devices for power control operations.

a. Inthe Devices tab, click "Device groups."
b. Select a device group then click Edit.

c. Set the Default Power Control Delay, which is the number of
seconds that Power IQ delays before powering on or off the
sequence of devices in a group. These settings are the default
delays for all new devices you add to the group.
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d. Set the sequence for power control operations. Select a device,

then click Up, Down, Top, Bottom, and Move To to arrange the
device list in the sequence that power control operations should
occur.

Remove a Device from a Group

w N Py

To remove a device from a group:
In the Devices tab, click "Device groups."
Select a group then click Edit.

Select the device you want to remove, then click Remove. The
device is removed from the group, but not removed from Power 1Q.

Set a Different Power Control Delay for a Device

Power 1Q will follow the default delay setting, unless you specify a
different delay setting for a device.

1.
2.
3.

In the Devices tab, click "Device groups."
Select a device group then click Edit.

Select the device in the Devices in This Group list, then click the
Power On Delay or Power Off Delay value and enter a new value in
the field.

=i=Raritan.
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Downloading Daily Sensor Readings

The sensor readings gathered by Power IQ are collected into an archive
file each day. The sensor readings CSV file includes the state of the
circuit breakers for applicable Dominion PX PDUs. The circuit breaker
state is recorded to this file only once every polling interval, even if you
enable buffered data retrieval under Polling Options.

» To download daily sensor readings:
1. Click the PDUs tab.

2. Click Download CSV data files. The Sensor Readings Downloads
page opens.

3. Click a day from the Sensor Readings Download to download an
archive of the sensor readings taken that day.

Downloading System Configuration Backup Files

The configuration of your Power 1Q is backed up and archived once each
day.

P  To download the system configuration backup file:
1. Click the Settings tab at the top of the Power IQ interface.

55
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2. Click Data Backups. The Data Backups page opens.

Data Backups

Results: 1 -1 of 1

Backup Version Size 4 Timestamp

hackup-1.2.0-200807222053355 dat 1.2.0 4 MB 072208 05:53: 35 PR +00:00

Fesults: 1 -1 of1

Create Hew Backup
Restore Backup

Back

3. Select a backup entry for the list and click its name to download the
configuration data to your computer.

Administrators should periodically copy these backup files to an external
server to for redundancy purposes.

Note: You can also manually create an archive of the system
configuration by clicking Create New Backup at any time.

Restoring System Configuration Backups

Restoring a system sonfiguration backup file returns Power IQ's
configuration to the settings captured when the backup was made.

To restore a system configuration:
Click the Settings tab at the top of the Power IQ interface.

Click Data Backups. The Data Backups page opens.
Click Restore Backup. A Restore Bundle Selection window opens.
Click Browse, then select a backup file from your client PC.

Click Upload. This restores the Power 1Q to the backup's
configuration settings.

o M 0N PV

Upgrading Power IQ Firmware

When new firmware is released, you can upgrade Power IQ to receive
the latest in features and functionality.

P To upgrade Power IQ firmware:
1. Click the Settings tab at the top of the Power IQ interface.

2. Click Software Upgrades. The Upgrade page opens.
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3. Click Browse, select the firmware file (usually a *.bin file) you want
load from your PC.

4. Click Upload. The new firmware uploads to Power IQ.

Power 1Q processes the file and updates itself to the selected firmware
revision.

to

Shutting Down and Restarting Power 1Q

You can shut down and power off or restart Power 1Q.

* To shut down and power off Power IQ:
1. Click the Settings tab.

2. Click System Shutdown. The Power IQ shuts down and powers off.

» To restart Power 1Q:
Click the Settings tab.
2. Click System Restart.
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Configuring the Enterprise Model

One of Power 1Q's advanced features is the ability to model your IT
equipment infrastructure. Power 1Q can model something as simple as a
single rack, or as large as a building with multiple server rooms. This
model then forms the basis for generating an Analytics report that can
show such measurements as the total power usage of a server rack.

You can download a sample Enterprise Data Model CSV file from the
Support section of Raritan's web site, under Firmware and
Documentation.

In This Chapter

Overview of the Enterprise Model..........cccvvevieeei i, 58
Importing ObJeCt MapPiNgS .....ccoiuviiieiiiiee e 61
Exporting Object Mappings as CSV Data..........ccoocuvvveeriiiieeniiieeeeiiieen 66
Clearing ODbjJeCt MapPingsS .....cocuuurieiiiiiieiiiiie et 67
Viewing the Enterprise Model ...........c.uueeiiiiiiiiiiie e 67
Viewing Enterprise Relationship SumMmaries..........cccccooviiiiiieeiieeenninnnns 69

Overview of the Enterprise Model

i
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The model is a representation of your IT equipment infrastructure. This
model is composed of objects and the relationships between them.
Power 1Q builds its understanding of your infrastructure based on the
relationships between these objects.

For example: a model might describe the following: "l have a Data Center
in New York. That Data Center has 1 Room. That room contains 3 Rows
of racks. Each Row contains 4 Racks of Devices. The first rack is
powered by PDU Al. The first rack contains these 20 devices."

What is an Enterprise Model Object?

An object is an item that is a part of your Data Center.

The lowest level objects are called Devices. Devices are items such as
servers, KVM drawers, network switches, or other equipment commonly
installed in server racks. Generally speaking, these are items you provide
power to.

Larger objects contain and organize smaller objects. For example: a
Rack is an object that contains Devices, a Row is an object that can
contain Racks, and an Aisle is an object that can contain Rows.

Additionally, some objects such as Data Center or Device have optional
attributes that further describe them.
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What are Mappings and Relationships?

All objects, except for the Data Center, must have a larger object as a
parent. Generally speaking, a parent object is a larger object that
contains a smaller object.

The Data Center object is the largest object. It has no parent object.

This ability to identify an object's parent is a single mapping. Mapping
each object to its parent describes describes a model of equipment and
how it is organized to Power IQ.

Note, however, there are two objects with special relationships:

Outlet: When using a Dominion PX PDU with per-outlet metering, an
outlet object is a single outlet on that PDU. Its parent objectis an IT
Device (a Device Object). This IT Device is the item this outlet
provides power to. Using Dominion PX PDUs therefore allows Power
IQ to measure the amount of power individual devices consume.

PDU: For PDUs other than Dominion PX, a PDU object is a single
power distribution unit without per-outlet metering. It's parent object
is a larger, organizing object such as a Rack. Row, Aisle or Room,
and so on. The PDU provides power to this "parent” object, and by
extension, at least some of the Devices contained within. Power 1Q
can only measure the power consumption at this parent-object's
level.
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Object Types and their Hierarchy
There are nine types of objects used. From largest to smallest they are:

e DATA _CENTER - The data center object type. This object has no
parent.

e FLOOR - The floor object type. This object can only have a
DATA_CENTER as a parent.

e ROOM - The room object type. This object can have a
DATA_CENTER or FLOOR as a parent.

e AISLE - The aisle object type. This object can have a
DATA_CENTER, ROOM, or FLOOR as a parent.

e ROW - The row object type. This object can have a DATA_ CENTER,
ROOM, FLOOR, or AISLE as a parent.

e RACK - The rack object type. This object can have a
DATA_CENTER, ROOM, FLOOR, AISLE, or ROW as a parent.

e DEVICE - The IT Device object type. This object can only have a
RACK as a parent.

Two objects represent outlets and Power Distribution Units:

e OUTLET - The outlet object type. This object can only have a
DEVICE as a parent.

e PDU - The PDU object type. This object represents PDUs that do not
have outlet level metering and are unable of communicating
device-specific data to the system.

A model does not necessarily have to contain all object levels. For
example, a model could include: Device "Exchange Server" has a Rack
"IT Rack #1" as its parent object. Rack "IT Rack #1" has a Data Center
"IT Data Center" as its parent object.

However, Room "Server Closet" could never have Rack "IT Rack#1" as a
parent. An object can only be mapped to a larger parent object.
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Importing Object Mappings

i
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The most efficient way to create or add to an enterprise model is to
import the objects and their mappings. These mappings are imported as
one or more Comma Separated Value (CSV) files. Additional CSV files
append to Power IQ's Enterprise model, except when objects are
duplicated in the CSV files. In the case of duplicates, the last uploaded
object updates the previous entries.

If an Enterprise Model already exists in this Power 1Q system, you can
click Export Relationships under CSV Data Mapping Actions to download
the entire model as a single CSV file. This file can then be edited to make
additions, or used as a template to create a new file.

* To import object mappings:
1. Click the Settings tab at the top of the Power IQ interface.

2. Click Enterprise Relationships. The Enterprise Relationship page
opens.

3. Inthe CSV Data Mapping Actions area, click Browse, and select the
CSV file.

4. Click Import.

A status window indicates any issues that occurred when the upload
completes. If any errors have occurred, none of the objects in the file are
added to Power IQ's enterprise model. Edit the CSV file to correct any
issues and try again.

Note: Uploading this CSV file only describes the relationship between
objects (including PDUs and outlets). It cannot be used to add PDUs to
Power IQ management. You should place all PDUs under Power 1Q
management first, before associating them into the Enterprise Model.
Importing a CSV file that lists a PDU not under management results in an
error.
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Structure of the Enterprise Model CSV File
The object mapping CSV files have the following general structure:

e One Object per line.

e All Objects (except for a Data Center) list another valid object as a
parent.

e All Objects have a unique "key" for their type.
e The CSV file has a maximum length of 2500 lines (objects).

e Within a single CSV file, object order is not important. All objects are
processed at the same time.

An object's unique identity is a combination of its object type and its
object key, which is called an external key. This means you could have
two objects with the same name, as long as they are different types of
objects.

However, if two lines are both type "DEVICE" and both have an external
key "Sales1", Power IQ sees only one device object with the key
"Salesl". In this case, it uses the last DEVICE object identified as
"Salesl" as the description for that device.

The columns required for each object varies, depending on the object
type.
All columns are separated by a comma.

e Most columns containing text information can be up to 64 characters
long. These columns can contain any character except for a comma.

e The custom_field_1, custom_field 2, external_key and
parent_external_key fields can be up to 255 characters long. These
columns can contain any character except for a comma.

Note: If you have an enterprise model with more than 2500 objects, you
must upload the mapping as multiple CSV files. In this case, file order is
important. All objects except for Data Center must have a valid parent
when added. Thus, placing a child object in file #1, and the parent object
in file #2 results in an error if file #1 is imported first. To avoid this, put all
Data Centers and other large organizational objects in the first CSV file to
be uploaded.
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CSV Columns for DATA_CENTER Objects

A line that describes a Data Center object has the following attribute
columns in this order:

object_type - this value is always "DATA_CENTER"

external_key - The unique identifier for this object. It can be a name,
number, or any other kind of text. This field must be unique.

name - The name of the data center.
contact_name - The name of the contact for this data center.

contact_phone - The phone number for the contact for this data
center.

contact_email - The email address of the contact for this data center.

company_name - The name of the company that owns this
datacenter

city - The city where the data center resides.

state - The state/province where the data center resides.

country - The country where the data center resides.

peak kwh_rate - The cost per kilowatt hour during peak hours

off _peak kwh_rate - The cost per kilowatt hour during off-peak hours
peak_begin - The time the peak hours begin.

peak_end - The time the peak hours end.

co2_factor - The co2 factor for this site. This indicates the amount of
carbon dioxide produced per kWh.

cooling_factor - The cooling factor per kw energy used. This the
energy used for cooling, or how many kilowatts of energy are used to
cool 100 kilowatts of power consumption.

custom_field_1 - A custom field for the user.
custom_field_2 - A second custom field for the user.

All columns are separated by a comma.

Note the attribute columns toward the end. For example: by providing the
cost of energy for the data center, Power IQ can calculate the cost of
running the data center in an Analytics report. By extension, such a
report can be tailored down to a smaller object, such as a Rack, as long
as it was contained within this data center.
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CSV Columns for FLOOR, ROOM, AISLE, and ROW Objects

Lines that describe a Floor, Room, Aisle, or Row have the following
attribute columns in this order:

e object_type - One of the following values: FLOOR, ROOM, AISLE,
ROW

e external_key - The unique identifier for this object. It can be a name,
number, or any other kind of text. This field must be unique.

e name - The name of the object.

e parent_object_type - One of DATA_ CENTER, FLOOR, ROOM, or
AISLE, as described previously.

e parent_external_key - The unique identifier for the parent object. It
can be a name, number, or any other kind of text. This field must be
unique to that parent object (however, many "child" objects may have
the same parent).

CSV Columns for RACK Objects

A line that describes a Rack has the following attribute columns in this
order:

e oObject_type - RACK

e external_key - The unique identifier for this object. It can be a name,
number, or any other kind of text. This field must be unique.

e name - The name of the object.

e parent_object_type - One of DATA _CENTER, FLOOR, ROOM,
AISLE, or ROW, as described previously.

e parent_external_key - The unique identifier for the parent object. It
can be a name, number, or any other kind of text. This field must be
unique to that parent object (however, many "child" objects may have
the same parent).

e location - an optional field that can be used to identify where rack sits
in a row or aisle.

The Rack model object is similar to the Floor, Room, Aisle and Row
objects. The exception is the location value. This value is intended to
make the rack easier to identify, and can be given a location value. For
example: "3rd Rack" to indicate the third rack in a particular row.

It can also use some other identifying trait. For example: "Yellow" if the
rack has a yellow color.
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CSV Columns for DEVICE Objects

A line that describes a Device object has the following attribute columns
in this order:

object_type - this value is always "DEVICE"

external_key - The unique identifier for this object. It can be a name,
number, or any other kind of text. This field must be unique.

name - The name of the data center.

parent_object_type - this value is always "RACK"
parent_external_key - The unique identifier for the parent rack.
customer - The customer using this device.

device_type - The type of device. For example: "exchange server" or
"test unit".

power_rating - The power rating of this device in watts or VA.

decommissioned - Indicates whether this device has been
decommissioned or not (this value is either "true" or "false")

custom_field_1 - A custom field for the user.
custom_field_2 - A second custom field for the user.

CSV Columns for PDU Objects

A line that describes an PDU object has the following attribute columns in
this order:

object_type - This value is always PDU.
pdu_ip - The IP address of the PDU.

pdu_proxy_address - If the PDU is in a daisy-chained configuration
or console server configuration, enter the PDU's position number in
the chain or serial port number.

parent_object_type - One of DATA_CENTER, FLOOR, ROOM,
AISLE, ROW, RACK as described previously.

parent_external_key - The unique identifier for the parent object. It
can be a name, number, or any other kind of text. This field must be
unique to that parent object (however, many "child" objects may have
the same parent).

You must add all PDUs to Power 1Q before you can map them to the
Enterprise Data Model.
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CSV Columns for OUTLET Objects

A line that describes an Outlet object has the following attribute columns
in this order:

e o0bject_type - this value is always "OUTLET"
e pdu_ip - The IP address of the PDU that this is attached to.

e pdu_proxy_address - If the PDU is in a daisy-chained configuration
or console server configuration, enter the PDU's position number in
the chain or serial port number.

e outlet_number - The outlet number on the side of the PDU for this
outlet.

e parent_object_type - This value is always "DEVICE"

e parent_external_key - The unique identifier for the DEVICE that this
outlet serves.

Power 1Q automatically creates Outlet objects when Dominion PX PDUs
are placed under its management. If you create an Outlet object with a
pdu_ip not under Power IQ management, the CSV file generates an
error.

Exporting Object Mappings as CSV Data

Power 1Q can export the existing enterprise model as a CSV file. You can
edit this file to make additions to your enterprise infrastructure, then
Import the edited file to update the enterprise model. The CSV file can
also be used as a template to create additional import files.

» To export object mappings as CSV data:
Click the Settings tab.

2. Click Enterprise Relationships. The Enterprise Relationship page
opens.

3. Inthe CSV Data Mapping Actions area, click Export Relationships.

Power 1Q exports the Enterprise Model as a single CSV file, regardless
of how many object it contains. However, if you want to re-import a file
that contains more than 2500 objects, separate them into multiple CSV
files.
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Clearing Object Mappings

Clearing the mappings erases all enterprise objects and their mappings
from the database.

P To clear object mappings:

1. Click the Settings tab.

2. Click Enterprise Relationships. The Enterprise Relationship page
opens.
3. Inthe CSV Data Mapping Actions area, click Clear Enterprise

Relationships.

Viewing the Enterprise Model

Data Centers

a Add * a Remove Q Refresh F}l Import/Export

=@ MY Office
=& IT Closet
3 Future Raw
23 Test Row
= @ Rack 1-1
23 Test Blade
5 ¥P Testhed 1
3 XP Testhed 2
8 rack1-2
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The Data Centers view is a hierarchical view of your Enterprise
Relationship objects. To view this display, click the Data Centers tab.

Power 1Q displays its model of IT devices as a tree of objects. From there
you can fine-tune individual objects, their mappings, and their individual
attributes.

<«
Data Center

WY Office

| Company & contact

Iame:

Compary My Compary
name:

Contact Mike

narne:

Phone: 995-1212
Ernail: mike@co.com
~ | Address

~ | Ratings & settings

~ | Custom fields

[ Save ] [ Cancel

To view the enterprise model:

1. Expand each Data Center in the left-hand column to view the next
level of objects it contains. If these objects contain smaller objects,
they can also be expanded.

Select an object from the resulting tree to view and adjust its details
in the main section of the page.
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» To add an object to the enterprise model:

e Click the Add button at the top of the column. This adds a new object
below (if the new object is smaller) or after the currently selected
object.

» Toremove or rename an object in the enterprise model:

e Right-click an object in the left-hand column to rename it, refresh the
view, or remove it from the tree.

About Object Values

Objects shown in the main section display most of their values. A specific
object's parent is not displayed here, but can be determined by the object
they are nested under in the tree to the left.

The rest of the object's values can be adjusted from this main display.
These object values are the same values described by the columns in
the CSV file. Any changes that are saved here appear in the CSV file the
next time Power 1Q exports the relationship model.

You can change the names of "Custom Field 1" and "Custom Field 2" for
the Data Center and Device objects the Enterprise Relationships page.

Note: You cannot use this page to change the parent of an object.
Changing the relationship of an object must be done through the CSV
file.

For example: If a Rack called "Test Rack 1" mistakenly has a Row called
"Sales Row" as its parent you cannot use the Data Center view to move
it to the row "Testing Row". "Test Rack 1" 's parent object type and
parent external key values must be adjusted in the CSV file to make this
change.
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Viewing Enterprise Relationship Summaries

This page provides an overview of the Enterprise Model configured in
Power 1Q. From this page you can see how many objects Power IQ is
tracking. You can also see if any of those objects are not mapped for

reporting.
summary of Enterprise Mappings a Drphaned Systems .
1 PDU tatal 1 IT Device 0 Rooms To be properly included in all analytics reports, PDUs need to be
mapped to a data center object that contains therm and their outlats
8 Tatal Outlets 1 Rack 0 Flaars need to be mapped to atkached IT Devices. The categories highlighted
0 Mapped FDLs 0 Rows 1 Diata Center in red will not be included in all analytics reports,
oM. d Outlet: 0 Aisl
ElE e Isles Cutlets mapped Cutlets not mapped
_ _ FDU mapped 0 0
CS5Y Data Mapping Actions -
FOU not mapped 0 1
| |[ Browse... ][Import]CanceI
Configure Custom Fields -
Generate Default Enterprise Relstionships ) . 4
Create a generic enterprise relationship mapping to allow Data Certer Custom Field 1: Custom Field 1
linediatelseligisphinglfincticnalty; Data Center Custom Field 2: Custom Field 2

Export Relationships
Export the enterprise relationships to a C5Y file. This file can be IT Device Customn Field 1: Departrment
used for editing and reimport or For backup,
) — IT Device Customn Field 2: Customn Field 2
Clear Enterprise Relationships
Delete_all Diata Centers, Floors, Rooms, Aisles, Rows, Racks, and Currency Symbal: $ =
IT Dewices.

Browse IT Devices
Browse the list of IT Devices,

P To view enterprise relationship summaries:
1. Click the Settings tab.

2. Click Enterprise Relationships. The Enterprise Relationship page
opens.

In addition to providing options to Import, Export and Clear object
mappings, the page provides two status tables: Summary and Orphaned
Systems. The Summary table provides a count each object type currently
in the Enterprise Model. The Orphaned Systems table indicates how
many PDUs and outlets are not mapped. Any PDU or outlet that are not
mapped are unable to provide power data to an Analytics report.

69

==Raritan.



70

Chapter 10: Configuring the Enterprise Model

Configuring Custom Fields

The Data Center and the Device objects both contain two custom field
values. By default, these are named Custom Field 1 and Custom Field 2.
These values can be used to describe Data Center and Device objects
by additional means.

By entering new names for these fields, you can define what their values
are used for.

For example: if you want to use the first Custom Field to associate IT
Devices by the department that owns them, then on this page you can
type Department next to IT Device Custom Field 1. Power IQ then
displays Department instead of Custom Field 1 as a type of Device object
value in the Data Center View.

Additionally, you can use the Currency Symbol drop-down list to select
the type of currency you use. Power IQ uses the selected symbol when
displaying all cost-related graphs and value fields.
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with Analytics

In This Chapter
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ConfiguIiNg CharS ......oooiiiiie e 72

What are Power 1Q Analytics?

Analytics allow you to view custom reports based on the Power IQ's
knowledge of your data center and the power measurements it is able to

take.
l.bepoﬂt [ addchat (G 2 jonships @ Browse 5
|3 acd (3 Remove
_ Power Consumplion H @#®x | NewcChart EICICES
%) Data Center Operating Costs
ls] Powar Consumption Repors R S
100 1
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Some examples of the types of reports Power IQ can generate are:

e The Active Power consumed by Test Rack #2 over the past hour.

e How many Kilowatt Hours were used by Rows A, B and C in the Data
Center last month.

e If power costs $0.062 per kWh, what did the IT server room cost to
power last year?

In order for this feature to work you must first create a description of your
data center under the Enterprise Relationship page.
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Adding Reports to the Analytics Page

The analytics page can include multiple report pages. A report page is a
collection of one or more chart. Creating multiple reports is a good way to
organize the Analytics information by category or specific need.

To add a report to the Analytics page, first click Add in the left-hand
Reports column and give your report a name. When a report is selected
from this column, its information appears in the main portion of the page.

Reports are customized. Each user only sees the reports they have
created.

Creating Report Charts

To add chart information to a report, click Add Chart and a New Chart
appears. You can change the location of any created chart by clicking on
the title bar of the chart and dragging it to its new position.

Configuring Charts

Charts initially have no data to display. To configure a chart, click the
Device Chart Settings icon. This is the second icon from the right on the
chart's title bar. The icon looks like a gear.

Basics

Assign the chart a Title and Description using the fields in the Basics
area.

Date Selection
The Date Selection represents the x-axis of the chart.

e Select Period if you want the chart to show constantly updated
measurement; for example, if you want to see power consumption
over the Past hour, Past week, Past month, and so on.

e Select Range If you want to show data measurements from a custom
Start Date and End Date.

A note about choosing Past measurement vs. Last measurement for the
Period drop-down list:

e A Past measurement indicates the selected period of time up to the
current moment.

For example: If you view an Analytics report on Tuesday, and the
period is set to Past Week, you will view a graph displaying data from
last Tuesday through This Tuesday.

==
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e A Last measurement indicates the most recent completed period of
time.

For example: If you view an Analytics report on Tuesday, and the
period is set to Last Week, you will view a graph displaying data from
last Sunday trough last Saturday. It will show the data for the last,
whole week to pass.

Raritan.

Data Criteria

The data criteria selection is used to select what to measure and control
which devices are included in the measurement.

e Measurement: Select the type of measurement you want to graph
from the drop-down list. The measurement is represented along the
y-axis of the chart.

e Min/Max/Average: For some measurements, you can set the chart to
display the minimum, maximum, or average values of a
measurement.

e Devices From: Restrict the devices included by selecting only those
devices that fit within a specific object type of the enterprise data
model. If you chose a specific object type, be sure to select the name
of a specific object in the Line tabs.

For example: you can display the active power used by each data
center, by each floor, by each rack, and so on. These infrastructure
levels must be created and associated with PDUs under the
Enterprise Relationships page.

e Lines: Each chart can graph eight lines of data. Use the tabs to
select which line you want to configure, then use the attribute fields
to further restrict which devices are included.

For Example: if you set Devices From to "Racks" in the drop-down list
above, you could set the Contained In field to "IT Equipment Rack 1"
to show the power consumption of all devices in that rack for Line #1.
You could then set Contained In to "Sales Equipment Rack 1" to
show the power consumption of all devices in the sales equipment
rack for Line #2.

Note: The values that appear in the Contained In field depend on the
names you have assigned to objects in your Enterprise Relationship
model. You must create an enterprise model and associate PDUs or
Outlets with objects in that model before you can select any data to
display in the chart.

Likewise, the ability to filter on such fields as Name, Type, Customer, and
so on, depend on the additional attribute values you assign each object.
Associating PDUs and Outlets, as well as configuring attribute values can
be performed from the Enterprise Relationships page.
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Upgrading Dominion PX PDUs

Upgrading Dominion PX PDUs managed by Power 1Q consists of three
steps.

e Uploading Dominion PX firmware to Power 1Q

e Creating an upgrade plan to distribute the firmware to Dominion PX
PDUs.

e Executing the plan.

You can use the plans immediately or save them for later.

In This Chapter

Uploading NeW FIFMWAIE .........cciiiiiiiiiiiiiiea e e e 74
Creating an Upgrade Plan ...........cccoooooiiiiiiiiieecceeccee e 74
Executing Saved PlanS............cevviiiiiiiiieiee e 77

Uploading New Firmware

1. Click the PDUs tab.
Click Upgrade Firmware to open the PDU Firmware Upgrade page.

3. Click Manage Firmware Versions. The Manage Firmware Versions
page opens. This page contains a table listing all firmware versions
available on this Power 1Q.

4. |If the desired firmware version is not available, click Upload
Firmware. The Upload Firmware window opens.

Firmuvare Upload
Firmware Upload
s (2008)\New PX 1.1 Firmware\1.1-667<.0in|_Browse.

Upload

Click Browse, then select a firmware file from your client PC.
Click Upload.

7. The Firmware Details page opens when the firmware upload
completes. Add any comments you have for the firmware in the
Comments field and click Save Comments. The new firmware file
now appears in the list of available firmware versions.

Creating an Upgrade Plan

—-'.-—
——
o )

—
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1. Click the PDUs tab.
2. Click Upgrade Firmware to open the PDU Firmware Upgrade page.

3. Click Plan a new upgrade to create a new plan.
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4. Select Create a New Plan and click Continue.

Lyailable|Upload

Choose firmware version

Fesults: 1-3 of 3

Version Uploaded By Size

(7 1.1 .0-B662 0402805 04:10:36 PM GMT  admin 3.9 MB

(7 11 0-BET4 0402805 04:13:44 PM GMT  adimin 3.9 MB

f¥i 1.1.0-6634 04028035 04:03:31 PM GMT  admin 5.9 MB
. J

Continue

5. On the Choose Firmware Version page, select the firmware update
you want to apply from the table and click Continue.

If the desired firmware version is not available, click the Upload tab
just above the table. Then upload the firmware.

Choose PDUs to Upgrade

Pleaze choose the devices vou wish to upgrade as part of the upgrade plan Upgrade Plan 2.

— Availakle PDUz FDUs to Upgrade

Select: &l | Mone Select: Al |Mone

IP Address Owner Add IP Address Owner
_Remove || \.

192.168.44.6

Back | Continue |

6. The Choose PDUs to Upgrade page opens. A table lists the
managed PDUs on the left. Select the checkboxes of the PDUs you
want to upgrade and click Add. The PDUs move to the upgrade list
on the right.

=i=Raritan. &
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7.

Click Continue.

Plan options

Plan name:

P 1.1 Upgrade Plan #1

Abort on failure

[ Anow simultaneous upgrades

Back | Continue |

10.

11.

On the Plan Options page, type a name for plan in the Plan name
field. This helps you identify the plan.

Select the Abort on failure checkbox if you want Power 1Q to cancel
all remaining upgrades in the plan if an upgrade failure occurs. This
is useful in preventing an upgrade problem from affecting other
Dominion PX PDUs in the plan.

Select the Allow simultaneous upgrades checkbox if you want Power
IQ to upgrade the firmware of multiple Dominion PX PDUs at once.
This makes batch upgrades faster by allowing up to five upgrades to
run at the same time.

When the plan has been named and the desired options have been
set, click Continue.
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12. Review the summary of the plan. Click Add Comments if you want
add notes to the plan. Click Add Devices if you want to edit the list of
PDUs to upgrade.

—Flan Summary

Plan Hame: P 1.1 Upgrade Plan #1
Selected firmware: 1.1.0-6654
Abort on failure ? Wes

Simultaneous upgrades? Mo

— Commerits

Add comment

r—Device upgrade zelections

There iz one device selected for upgrade.

Results: 1- 1 of 1

¥ Device Owner Firmware Messages

19216544 5

—Previous Plan Edits

Hame Firmware User On Failure Installation Started Finished

PX 1.1 Upgrade Plan #1 1.1 .0-6634  admin Ahort Sequerntial - 0452808 04:41:40 PM GMT - 04528003 04:46:26 PM GMT

13. Click Save. The completed plan summary page opens.

14. Click Start Upgrade to execute the plan immediately, or click Return
to return to the PDU Upgrade page.

Executing Saved Plans

Click the PDUs tab.
Click Upgrade Firmware to open the PDU Firmware Upgrade page.

Click View saved plans. The Saved PDU Firmware Upgrade Plans
page opens.

4. Click a plan name to view the Plan Summary page for that plan.

Click Start Upgrade to execute the plan.

i
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Appendix A Accessing Power IQ Data From

Third Party Clients

Power 1Q's ODBC interface allows ODBC compliant applications access
to the power data of managed devices. For example, an ODBC compliant
reporting application like Crystal Reports can access Power 1Q data to
create customized reports.

In This Chapter

NOtES ON ODBEC ACCESS .....uiiiiiiiieieeeiitite ettt e e 78
Enabling ODBC Access to POWEr 1Q.......cvvveeiiiiiiiiiiiiee e ciiiiieeee e 78
Power 1Q ODBC SChEMA .....uuuiiiiiieeiiiiiiiiiiie et 79
Sample ODBC QUETES ......uiiiiiiiiieeiiiiee ettt 93

Notes on ODBC Access

e The Power IQ ODBC server listens on TCP Port 5432

e Roll-up tables summarize data over one hour, twenty four hours, and
one month. Upon summarization, detailed readings are purged. For
example, when you create a daily roll-up, the hourly poll data is
purged from the database. You can configure the data retention
settings. See Configuring Data Retention (on page 31).

e Power IQ ODBC Interface is backed by an PostgreSQL database.

Enabling ODBC Access to Power 1Q

i

Raritan.

» To enable ODBC access to Power 1Q:

In the Settings tab, click ODBC Access. The ODBC Access page
opens.

2. Select the "Enable ODBC access" checkbox to allow enable
third-party access to the Power 1Q database.

3. Type a Network Address and a Network Mask into the appropriate
fields. This specifies what IP addresses are authorized to make
connections to the database. The Network Mask value can be used
to specify a single address or a range of addresses. Use netmask
0.0.0.0 to allow access from all IP addresses.

4. Click Authorize to add the address or address range to the list of
authorized network addresses. Continue to add new addresses as
needed.

5. When all authorized addresses have been added, click Restart
Database.
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Power 1Q restarts the database. After the restart, ODBC compliant
applications are allowed to access the database from the authorized IP

addresses.

Power 1Q ODBC Schema

i
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Power 1Q makes a number of its data views available through the ODBC

interface.

PDUs

The PDUs view contains information about the PDU device.

Field Type
ID Integer
Caption TEXT
Description TEXT
IPAddress TEXT
ModelName TEXT
Manufacturer VarChar(64)
Location TEXT
PDUName TEXT
Firmware TEXT
Serial Number TEXT
CurrentStatus TEXT

PrimaryOwnerContact = VarChar(256)

Notes
Unique PDU number

PDU Name

MIB Il SysDescr

IP Address

PDU Model

PDU Manufacturer
MIB Il SysLocation
PDU Name

PDU Firmware version
PDU Serial Number
PDU Current status
MIB Il SysContact

PDUOQutlets

The PDUOutlets view shows the outlets associated with a PDU.

Field Type
PDUOutletsID Integer
PDUID Integer
OutletName VarChar(64)
OutletState VarChar(64)
ITDevicelD Integer

Notes
Unique outlet number

Foreign key reference to
PDUs table

Outlet name
Outlet state

Associated IT Device ID
foreign key
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PDUCIircuitBreakers

The PDUCircuitBreakers view shows the circuit breakers associated with

a PDU.

Field Type Notes

PDUCircuitBreakersID  Integer Unique CB Number

PDUID Integer Foreign key reference to
PDUs table

CircuitBreakersOrdinal Integer Circuit breaker number
on the PDU

CircuitBreakerState Integer 0 (closed) 1 (open) 3
(unknown)

CircuitBreakerLabel VarChar(64) Label assigned to a CB
CircuitBreakerRating Integer 0.01 Amps Units

PDUReadings

The PDUReadings view shows the raw power data collected from PDUs.
A data record is added for each PDU polled. This data is summarized
hourly in a PDUReadingsRollup view, and the readings in this view are

purged.

Field Type Notes

PDUReadingsID Integer Unique ID for each
reading

PDUID Integer Foreign key reference to
PDU

Time Timestamp Local timestamp

with Timezone

ActivePower Real Active power drawn by
PDU

ApparentPower Real Apparent power drawn
by PDU

WattHour Real Watt-hours consumed

by PDU since last polling

50 =i=Raritan.
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PDUOutletReadings

The PDUOutletReadings view shows the raw power data collected from
PDU outlets. A data record is added for each outlet polled. This data is

summarized hourly in a PDUOutletReadingsRollup view, and the outlet
records in this view are purged.

Field Type Notes

PDUOutletReadingsID  Integer Unique ID for each
reading

PDUID Integer Foreign key reference to
PDUs table

OutletID Integer Foreign key reference to
PDUOutlets table

OutletNumber Integer PDU outlet number

Time Timestamp Local timestamp

with Timezone

CurrentAmps Real Amps drawn by the
outlet

ActivePower Real Active power drawn by
the outlet

ApparentPower Real Apparent power drawn
by the outlet

WattHour Real Watt-hours consumed
by the outlet since last
polling

PDULineReadings

The PDULIineReadings view shows the power data collected from PDU
current-carrying lines. A data record is added for each line polled.
Single-phase PDUs have 1 line. Three-phase PDUs have 3 lines. This
data is summarized hourly in a PDULineReadingsRollup view, and the
line readings in this view are purged.

Field Type Notes

PDULineReadingsID Integer Unique ID for each
reading

PDUID Integer Foreign Key Reference

To PDUs table

LineNumber Integer Line number on this
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Field Type Notes
PDU
Time Timestamp Local timestamp
with Timezone
CurrentAmps Real Amps drawn on this line
UnutilizedCapacity Real Available amps

remaining on this line

PDUCIrcuitBreakersReadings

The PDUCIircuitBreakerReadings view shows the power data collected
from circuit breakers on the PDU. This view does not contain any data for
PDUs that do not have circuit breakers. A data record is added for each
circuit breaker polled. This data is summarized hourly in a
PDUCircuitBreakerReadingsRollup view, and the circuit breaker readings
in this view are purged.

Field Type Notes
PDUCircuitBreakerReadi  Integer Unique ID for each reading
ngsiD
PDUID Integer Foreign key reference to
PDUs table
CircuitBreakersNumber Integer Circuit breaker number on
the PDU
CircuitBreakersID Integer Foreign key reference to
PDUCircuitBreakers table
Time Timestamp Local timestamp
with Timezone
CurrentAmps Real 0.01 Amps Units
UnutilizedCapacity Real

PDUSensorReadings

The PDUSensorReadings view shows the data collected from PDU
sensors. A data record is added for each sensor polled. This data is
summarized hourly in a PDUSensorReadingsRollup view and the sensor
readings in this view are purged.

Field Type Notes
PDUSensorReadingsl  Integer Unique ID for each
-
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Field Type Notes

D reading

PDUID Integer Foreign key reference to
PDUs table

SensorNumber Integer Sensor number on the
PDU

Type VarChar(64) Either TEMPERATURE
or HUMIDITY

Time Timestamp Local timestamp

with Timezone

Value Real Sensor value

PDUOutletReadingsRollup

The PDUOutletReadingsRollup view summarizes the outlet readings
power data over the roll-up interval. Hourly roll-ups are rolled up once a
day. Daily roll-ups are rolled up once a month. When data is rolled up,
shorter interval roll-up entries in the PDUOutletReadingsRollup view are

purged.

Field Type Notes

PDUOutletReadingsRollu  Integer Unique ID for each

pID reading

PDUID Integer Foreign key reference to
PDUs table

OutletID Integer Foreign key reference to
PDUOultlets table

OutletNumber Integer Outlet number on the
PDU

Rollupinterval Integer 1: one hour
2: one day
3: one month

Time Timestamp Timestamp when rollup

with Timezone  was created

MinimumCurrent Real Lowest current (Amps)
reading during rollup
interval

MaximumCurrent Real Maximum current

(Amps) reading during
rollup interval
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Field Type Notes

AverageCurrent Real Average current (Amps)
reading during rollup
interval

MinimumActivePower Real Lowest active power

(Watts) reading during
rollup interval

MaximumActivePower Real Maximum active power
(Watts) reading during
rollup interval

AverageActivePower Real Average active power
(Watts) reading during
rollup interval

MinimumApparentPower  Real Lowest apparent power
(VA) reading during
rollup interval

MaximumApparentPower Real Maximum apparent
power (VA) reading
during rollup interval

AverageApparentPower Real Average apparent power
(VA) reading during
rollup interval

MinimumWattHours Real Lowest watt-hour
reading during rollup
interval

MaximumWattHours Real Maximum watt-hour
reading during rollup
interval

AverageWattHours Real Average watt-hour
reading during rollup
interval

PDUReadingsRollup

The PDUReadingsRollup view summarizes the PDU readings power
data over the roll-up interval. Hourly roll-ups are rolled up once a day.
Daily roll-ups are rolled up once a month. When data is rolled up, shorter
interval roll-up entries in the PDUReadingsRollup are purged.

Field Type Notes
PDUReadingsRollup Integer Unique ID for each
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Field

PDUID

Rollupinterval

Time

MinimumActivePower

MaximumActivePower

AverageActivePower

MinimumApparentPowe

r

MaximumApparentPow

er

AverageApparentPower

MinimumWattHour

MaximumWattHour

AverageWattHour

Type

Integer

Integer

Timestamp
with Timezone

Real

Real

Real

Real

Real

Real

Real

Real

Real

Notes
reading

Foreign key reference to
PDU

1: one hour
2: one day
3: one month

Timestamp when rollup
was created

Lowest active power
(Watts) reading during
rollup interval

Maximum active power
(Watts) reading during
rollup interval

Average active power
(Watts) reading during
rollup interval

Lowest apparent power
(VA) reading during
rollup interval

Maximum apparent
power (VA) reading
during rollup interval

Average apparent power
(VA) reading during
rollup interval

Lowest watt-hour
reading during rollup
interval

Maximum watt-hour
reading during rollup
interval

Average watt-hour
reading during rollup
interval
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PDULineReadingsRollup

The PDULineReadingsRollup view summarizes the line readings power
data over the roll-up interval. Hourly roll-ups are rolled up once a day.
Daily roll-ups are rolled up once a month. When data is rolled up, shorter

interval roll-up entries in the PDULineReadingsRollup is purged.

Field Type Notes
PDULineReadingsRollupl Integer Unique ID for each
D reading
PDUID Integer Foreign key reference to
PDU
LineNumber Integer Line number on the PDU
Rollupinterval Integer 1: one hour
2: one day
3: one month
Time Timestamp Timestamp when rollup

with Timezone

was created

MinimumCurrent Real Lowest current (Amps)
reading during rollup
interval

MaximumCurrent Real Maximum current
(Amps) reading during
rollup interval

AverageCurrent Real Average current (Amps)
reading during rollup
interval

MinimumUnutilizedCapac Real Lowest unutilized

ity capacity (Amps) during
rollup interval

MaximumUnutilizedCapa Real Maximum unutilized

city capacity (Amps) during
rollup interval

AverageUnutilizedCapaci Real Average unutilized

ty

capacity (Amps) during
rollup interval
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PDUCIrcuitBreakerReadingsRollup

The PDUCIircuitBreakerReadingsRollup view summarizes the circuit
breaker readings power data over the roll-up interval. Hourly roll-ups are
rolled up once a day. Dalily roll-ups are rolled up once a month. When
data is rolled up, shorter interval roll-up entries in the
PDUCircuitBreakerReadingsRollup view are purged.

Field

PDUCircuitBreakerReadingsRollu

pID
PDUID

CircuitBreakerNumber

CircuitBreakerlD

Rollupinterval

Time

MinimumCurrent

MaximumCurrent

AverageCurrent

MinimumUnutilizedCapacity

MaximumUnutilizedCapacity

AverageUnutilizedCapacity

Type
Integer

Integer

Integer

Integer

Integer

Timestamp with
Timezone

Real

Real

Real

Real

Real

Real

Notes

Unique ID for each
reading

Foreign key reference to
PDU

Circuit breaker number
on the PDU

Foreign key reference to
PDUCircuitBreakers
table

1: one hour
2: one day
3: one month

Timestamp when rollup
was created

Lowest current (Amps)
reading during rollup
interval

Maximum current
(Amps) reading during
rollup interval

Average current (Amps)
reading during rollup
interval

Lowest unutilized
capacity (Amps) during
rollup interval

Maximum unutilized
capacity (Amps) during
rollup interval

Average unutilized
capacity (Amps) during
rollup interval
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PDUSensorReadingsRollup

The PDUSensorReadingsRollup view summarizes the sensor readings
power data over the roll-up interval. Hourly roll-ups are rolled up once a
day. Daily roll-ups are rolled up once a month. When data is rolled up,
shorter interval roll-up entries in the PDUSensorReadingsRollup view are

purged.
Field Type Notes
PDUSensorReadingsRoll  Integer Unique ID for each
uplD reading
PDUID Integer Foreign key reference to
PDUs table
SensorNumber Integer Sensor number on the
PDU
Type VarChar(64) Either TEMPERATURE
or HUMIDITY
Rollupinterval Integer 1: one hour
2: one day
3: one month
Time Timestamp Timestamp when rollup
with Timezone  was created
MinimumValue Real Lowest sensor reading
during rollup interval
MaximumValue Real Maximum sensor
reading during rollup
interval
AverageValue Real Average sensor reading
during rollup interval
DataCenters

The DataCenters view contains information about data center objects as
part of the Enterprise Relationship Model. The fields in this view
correspond to the item attributes in the model.

Field Type Notes

DataCenterID Integer Auto-generated ID

Name VarChar(64) Human-assigned name
for this data center
object
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Field

CompanyName

ContactName

ContactPhone

ContactEmail
City

State

Country

PeakKWHRate

OffPeakKWHRate

PeakBegin

PeakEnd

CO2Factor

CoolingFactor

CustomField1
CustomField2

ExternalKey

Type
VarChar(64)

VarChar(64)

VarChar(64)

VarChar(64)
VarChar(64)

VarChar(64)

VarChar(64)

Float

Float

Float

Float

Float

Float

VarChar(256)
VarChar(256)
VarChar(256)

Appendix A: Accessing Power 1Q Data From Third Party Clients

Notes

Name of the company
that owns this data
center

Name of the person to
contact regarding data
center

Phone number for
contact

Email for contact

City location of data
center

State location of data
center

Country location of data
center

Energy cost per Kilowatt
Hour during peak hours

Energy cost per Kilowatt
Hour during off-peak
hours

Time of day peak hours
begin

For example 19.5 =
19:30 hours

Time of day peak hours
end

CO2 computational
factor

Cooling factor for data
center

A user-defined field
A user-defined field

The unique code used
by the Enterprise Model
to identify this data
center
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Floors

The Floors view contains information about Floor objects as part of the
Enterprise Relationship Model. The fields in this view correspond to the
item attributes in the model.

Field Type Notes
FloorID Integer Auto-generated ID
Name VarChar(64) Human-assigned name

for this Floor object.

ExternalKey VarChar(256)  The unique code used
by the Enterprise Model
to identify this Floor.

Rooms

The Rooms view contains information about Room objects as part of the
Enterprise Relationship Model. The fields in this view correspond to the
item attributes in the model.

Field Type Notes
RoomID Integer Auto-generated 1D
Name VarChar(64) Human-assigned name

for this Room object.

ExternalKey VarChar(256)  The unique code used
by the Enterprise Model
to identify this Room.

Aisles

The Aisles view contains information about Aisle objects as part of the
Enterprise Relationship Model. The fields in this view correspond to the
item attributes in the model.

Field Type Notes
AislelD Integer Auto-generated ID
Name VarChar(64) Human-assigned name

for this Aisle object.

ExternalKey VarChar(256)  The unique code used
by the Enterprise Model
to identify this Aisle.
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Rows

The Rows view contains information about Row objects as part of the
Enterprise Relationship Model. The fields in this view correspond to the
item attributes in the model.

Field Type Notes
RowlID Integer Auto-generated ID
Name VarChar(64) Human-assigned name

for this Row object.

ExternalKey VarChar(256)  The unique code used
by the Enterprise Model
to identify this Row.

Racks

The Racks view contains information about Rack objects as part of the
Enterprise Relationship Model. The fields in this view correspond to the
item attributes in the model.

Field Type Notes
RackID Integer Auto-generated 1D
Name Integer Human-assigned name

for this Rack object.

Spaceldentifier VarChar(64) Optional
human-assigned value
to identify this rack.

ExternalKey VarChar(256)  The unique code used
by the Enterprise Model
to identify this Rack.

ITDevices

The ITDevices view contains information about IT Device objects as part
of the Enterprise Relationship Model. The fields in this view correspond
to the item attributes in the model.

Field Type Notes
ITDevicelD Integer Auto-generated ID
Name VarChar(64) Human-assigned name

for this IT Device object

Customer VarChar(64) Name of the customer
that owns this object

91



Appendix A: Accessing Power 1Q Data From Third Party Clients

Field Type Notes
DeviceType VarChar(64) Type of device
PowerRating VarChar(64) Power in watts that this
device is rated for
Decommissioned Boolean Whether this device
should be considered
decomissioned
CustomField1 VarChar(256) A user-defined field
CustomField2 VarChar(256) A user-defined field
ExternalKey VarChar(256)  The unique code used

by the Enterprise Model

to identify this IT Device

EDMNodes

The EDMNodes view captures the relationship between EDM entities
arranged as nested sets. EDM entities are part of a data hierarchy.
Hierarchical data can be efficiently searched when arranged as a Nested
set tree structure. EDMNodes represent each EDM Entity arranged as a
nested set tree structure.

92

Field
ID

Lft

Rat

edm_entity type

edm_entity id
create_at

Updated_at

Type
Integer

Integer

Integer

VarChar(256)

Integer
TEXT
TEXT

Notes

Auto-generated
EDMNodes ID

Auto-generated
EDMNode Left ID

Auto-generated
EDMNode Right ID

Entity Type. For
example, DataCenter,
Floor, Rack, Device,
ComputerSystem.
Entity Type
ComputerSystem
represents a PDU
system.

Entity ID of the entity.
Create time stamp.

Update time stamp.
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Appendix A: Accessing Power 1Q Data From Third Party Clients

Sample ODBC Queries

This section contains sample ODBC queries that can be used to
generate custom reports.

Finding the Average Current for an Outlet Group

The following query shows average current for an outlet group for a
specific roll-up interval.

Select:

e outlet _readings_rollup.reading_time,

e computersystem.elementname,

e pdu_outlet.outlet_name,

e outlet_readings_rollup.average_current

where (outlet_readings_rollup.pdu_id IN [selecting a name from
computersystem where elementname ='192.168.50.1' OR elementname
='192.168.50.2'] AND outlet_readings_rollup.outlet_id IN [selecting an
outlet_id from pdu_outlet where outlet_name = 'MailServer' or
outlet_name ='AccountSvr']) AND ( (outlet_readings_rollup.pdu_id =
computersystem.name ) AND (outlet_readings_rollup.outlet_id =
pdu_outlet.outlet_id) AND (pdu_outlet.pdu_id = computersystem.name) )

Sort the order by outlet_readings_rollup.average _current DESC;

The table shows a sample custom report.

i
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reading_time elementnam outlet nham average_
e e current

2007-12-31 192.168.50.1 MailServer 26.2655

00:00:00-05

2007-12-31 192.156.50.2 AccountSvr = 24.8808

00:00:00-05

2007-12-31 192.168.50.2 AccountSvr = 14.3735

01:00:00-05

2007-12-31 192.168.50.1 MailServer 11.3552

01:00:00-05
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Finding the Top Active Power Consumption for an Outlet Group

The following query shows the top Active Power consumption for an
outlet group for a specific roll-up interval.

Select:

e outlet readings_rollup.reading_time,

e computersystem.elementname,

e pdu_outlet.outlet_name,

e outlet readings_rollup.max_active_power

where ((outlet_readings_rollup.pdu_id = computersystem.name ) AND
(outlet_readings_rollup.outlet_id = pdu_outlet.outlet_id) AND
(pdu_outlet.pdu_id = computersystem.name))

Sort the order by outlet_readings_rollup.max_active_power DESC;

The table shows a sample custom report.

reading_time elementname outlet_ nam average
e _current

2007-12-31 192.168.50.2  AccountSvr  3484.67

00:00:00-05

2007-12-31 192.156.50.3  SalesSvr 2737.86

01:00:00-05

2007-12-31 192.168.50.3  SalesSvr 2539.55

00:00:00-05

2007-12-31 192.168.50.2  AccountSvr  2165.99

01:00:00-05

Finding All Entities in a Rack

The following query shows all the entities, such as IT Devices and PDUs,
contained in a specific rack. The example uses "Rack 4."

1. Retrieve the EDMNodes id for a rack with Rackld=4.

= oculan=> select id from "EDMNodes" where
edm_entity type='Rack' and edm_entity id=4;

id
14
(1 row)

2. Use the EDMNodes id =14 to retrieve entities contained under this
rack.
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oculan=> select "EDMNodes".* FROM "EDMNodes",
"EDMNodes" AS parent where (("EDMNodes".id != parent.id)
AND ("EDMNodes" Ift >parent.lft AND "EDMNodes".rgt
<=parent.rgt AND parent.id=14)) ORDER BY "EDMNodes" Ift;

The table shows a sample custom report.

4 5 Device

6 7 Device

8 9 Device

Lft Rgt EDM_Entity Type EDM_Entity ID Created_at Updated_at

3 2009-06-19 2009-06-19
11:16:48.25734  11:16:48.257348-04
8-0

4 2009-06-19 2009-06-19
11:16:48.27498  11:16:48.274988-04
8-0

5 2009-06-19 2009-06-19
11:16:48.27632  11:16:48.276324-04
4-0
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Appendix B Frequently Asked Questions

In This Chapter

SECUINLY QUESTIONS ....uvveiiiiee e ittt e e e e e s s e e e e e e s s r e e e e e s e s ereeeeeas 96
PDU QUESTIONS ...eiteeieiie e ettt e ettt ee e e e e e e et e e e e e e e e ntnbeeeeeeeeeennns 96

Security Questions

Question

Are failed login
attempts recorded?

Does Power IQ
support LDAP
lock-out settings?

Do session timeouts
work in an LDAP
setting?

Answer

The audit log records all login
attempts. You can also configure
Power to send syslog notifications for
entries in the audit log.

Power 1Q respects the lock-out
settings of an LDAP server. If a user
attempts multiple invalid logins, and
the LDAP server set the account to be
blocked, Power IQ no longer allows
access.

Session timeouts are applicable to
LDAP users and local users.

PDU Questions

Question

The status of my
PDU says
"Degraded."

i
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Answer

= Check to see if the SNMP agent is
enabled on the PDU.

= If enabled, check to see if the
matching SNMP read strings are
configured for the PDU and Power
Q.

= Check to see if you are running the
latest PX firmware. For Dominion
PX PDUs.

= If you have enabled Buffered Data
Collection, make sure the PX has
been configured with an SNMP
write string. For Dominion PX
PDUs.

= Reduce the poll rate or increase the
number of CPUs (VMWare).
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Question

How do | configure
my MRV PDU so
that it will work with
Power IQ's power
control feature?

i
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Answer

Make sure that the SNMP
community string you use to
configure the MRV PDU in Power
IQ supports both SNMP v1 and v2c
Gets and Sets. The community
string must be configured for v1
and v2c access in both the Get
Clients section and the Set Clients
section on the MRV PDU.

Appendix B: Frequently Asked Questions
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